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Message from the Posters/Demos Co-Chairs

We would like to extend a warm welcome to all delegates of the poster/demo session
at the 6™ European Conference on Wireless Sensor Networks (EWSN 2009) in Cork,
Ireland. The posters/demos session presents late breaking results in form of posters
and showecases research results in tangible form through demonstrations. We received
63 submissions, quite a large number compared to previous versions of the
conference. The quality of submissions was high and we selected 9 demonstrations
and 13 posters for presentation.

The accepted demos and posters cover a broad spectrum of topics in the area of
wireless sensor networks from applications of sensor networks, to programming and
development tools for sensor networks and management and control aspects of sensor
networks. The posters and demos will be presented in a special session during EWSN
2009 on February 11" from 6pm to 8pm. However, we are grateful to the organisers
of the conference for making the poster/demo session room available during the 11"
and 12" of February for the full day so that delegates have ample additional
opportunity to view posters/demos and interact with presenters.

We would like to thank the general co-chairs Prof. Cormac Sreenan and Dr. Utz
Roedig for the general organisation of the conference and providing us with much
help in organising the poster/demo session. We hope you will find the posters and
demonstrations interesting and thought provoking. We encourage you to use the
presentations to provide feedback to presenters and exchange and discuss ideas to
make the session a valuable experience for all attendees. Finally, we hope you will
enjoy your stay in Cork and spend some time to visit various places of interest around
this city and its surroundings.

Dirk Pesch
Cork Institute of Technology
Cork, Ireland

Sajal Das

University of Texas at Arlington
and National Science Foundation
Arlington, USA
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Demo Abstract: Wireless quality monitoring in
the food chain

Reiner Jedermann, Eelco de Jong, Leon Kleiboer, Alexander Wessels, Shaoping Yuan and Walter
Lang

Abstract—The pre-processing of measurement data inside a
wireless sensor node reduces the volume of communication. A
model that predicts the effects of temperature deviations on the
quality of fresh food products was developed for two different
sensor platforms. Optimized integer arithmetic allows the
model to be calculated using the resources of the existing
hardware.

Index Terms—Food logistics, shelf life modeling, wireless
sensor networks.

I. INTRODUCTION

Monitoring cool chain transports is an important
application for wireless sensor networks. Food
products are very sensitive to temperature
mismanagement. According to the U.S. Food and Drug
Association (FDA), 20% of all perishable food is wasted
during transport [1].
Spatial temperature deviations between 1 °C and 5 °C,
which can be found in almost any transport, can reduce the
remaining product lifetime by several days. Commercial
solutions for wireless monitoring of single packages became
available in 2008. But so far, these tools have not yet been
able to evaluate the effects of temperature deviations on
product quality. Because of high costs, neither the manual
processing of one temperature chart per pallet nor the
transmission of the complete sensor data over cellular
networks are possible.

A. Definition of shelf life
The concept of shelf life has become a useful concept to
describe the current state of the quality of a product. The
shelf life of a product batch gives the number of remaining
days until its quality falls below an acceptable limit and the

consumer would reject purchasing the product. In other
words, it states how many days the product can be kept in
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the shop ‘on the shelf’. The shelf life depends on the
product’s temperature history, but must also be scaled to the
temperature of the shelf or the final storage condition 7.

B. Modeling shelf life

There are several approaches to calculate shelf life by using

a mathematical model:

a) A model can directly describe the chemical processes
which contribute to color changes and other decay
processes [2].

b) Another approach measures reference curves for a
quality attribute at certain constant temperatures. The
prediction for changeable temperatures uses an
interpolation between the reference curves [3].

c) For implementation on low-power micro controllers, we
used a simplified model that calculates the loss of shelf
life per day L as a function of the temperature 7. The
remaining shelf life Q(z) at time ¢ is calculated by the
initial quality Qg minus the integral over the loss per day
(4], [5].

The temperature dependency of the decay process is
assumed to follow Arrhenius’ law for reaction kinetics [6],
which calculates the reaction rate k£ by equation (1) with T
as reference temperature, ki as reaction rate at Tz, FE, as
activation Energy and Rg,s as gas constant = 8.314
Jmol™ K"

k =k, - e:[rl_;] (1)

Two Arrhenius functions can be combined to achieve a
better fit of the physical properties of the product. The loss
per day is calculated according to equation (2):

L(T) — kl(T)+k2(T)
k (Ts) + by (Ts)

Fig. 1 shows the typical loss per day functions for fruits and
vegetables, scaled to a standard temperature Ts of 15 °C.
These products are affected not only by accelerated decay at
high temperatures, but also by chilling injuries at low
temperatures.

)

II. IMPLEMENTATION OF A SHELF LIFE MODEL ON SENSOR
HARDWARE

In the first step, the model was implemented on the well-
known TelosB / TmoteSky platform [7] with a MSP430 16-
bit processor and a Chipcon CC2430 radio chip. The
restricted resources of this microcontroller proved to be a
challenge to the project. First, the model was required to fit
into the limited program and user memory of the
microcontroller. Second, the energy usage of the CPU to
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calculate the model should not significantly shorten the
sensor life time. In order to adhere to these restrictions, we
avoided using floating point operations in the model
implementation. All mathematical operations were scaled to
16-bit integer arithmetic, except for a few critical variables
that were handled as 32-bit values. The exponential function
was replaced by an interpolation of value tables.

6m

| - - - GreenTomato Q(15°C)=14.9478
5L | Tomato Red Qg (15°C)=8.766
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W0 Papaya Qq(15°C)=23.4488
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Fig.1. Loss of shelf life as function of temperature (Final storage
temperature 75 = 15 °C)

A. Measurement of calculation time and memory
requirements

The performance of the model implementation was tested on
the TmoteSky platform. The source code was compiled by
the TAR “C” Compiler. The code requires 1216 bytes of
program memory. The calculation of one model step
required 1999 instruction cycles. At a clock speed of 8
MHz, this is equivalent to 0.24 ms or an energy
consumption of 5.8 uJ for a 3 volt supply. Compared to
other operations of a sensor note this value might possibly
be neglected. For example, sending the message over the
radio takes 15 ms and consumes 780 puJ of energy.

B. Implementation on an 8-bit controller

Unfortunately, the TmoteSky sensors can only be used for
prototype tests using real-world transport conditions. The
absence of water-protected housing and its high price
prevent a commercial use of the system. In cooperation with
a manufacturer of sensor systems, a second microcontroller
implementation was developed. The Ambient 3000
SmartPoint contains a Chipcon CC2430 radio chip with a
built-in 8-bit 8051 processor.

C. Accuracy of integer arithmetic

The shelf life prediction by the sensor was compared to a
floating point model that was simulated in Matlab. The error
for the loss per day calculated by integer arithmetic was
between 0.68 % and 1.37 % for the different products in
Fig. 1.

III. THE SENSOR NETWORK

Ambient’s networks consist of three elements: A GateWay,
each network contains a single GateWay, which provides
the interface between corporate IT systems and the Ambient
network. It is mains powered and provides a serial interface
(RS-232) for communication with an external device. Each
network contains up to 255 MicroRouters, which provide
the backbone of the wireless infrastructure. The

MicroRouters wirelessly communicate with the GateWay,
with each other and with the SmartPoints. SmartPoints are
battery-powered devices that have a similar role as
traditional active RFID tags, but with significantly enhanced
capabilities. SmartPoints monitor their environment using a
default temperature sensor. SmartPoints can be extended
with additional sensors (I2C, 1-Wire, SPI, ADC, and
GPIO). SmartPoints are self-locating. Based on the wireless
communication with Ambient’s infrastructure, a SmartPoint
is able to calculate its own location in the network.

IV. DEMONSTRATOR SETTING

Each type of fruit has an individual set of parameters for use
with the Arrhenius model and a different reaction to
temperature deviation. A demonstration of the enhanced
wireless sensors compares the shelf lives for different food
products that are exposed to the same temperature
conditions during a mixed transport (Fig 2). One sensor is
programmed with the parameters for ‘Strawberries’ and
another one for ‘Lettuce’. The sensors are placed inside a
box with the corresponding product. The differences in the
speed of quality decay are displayed by the graphical
interface of the control software. A second demonstration
setting shows the difference in shelf life for two batches of
one product that are stored with different temperature
conditions.

7 T T T T T T

— — — Temperature in °C

Remaining shelf life for lettuce in days
Remaining shelf life for strawberries in days

Temperature in °C/ Shelf life in days

| |
0 0.5 1 1.5 2 25 3 3.5
Time in days since transport start

Fig. 2. The quality curves for two different food products stored at the
same temperature in a chilled transport (75 =5 °C).
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Demo Abstract: Seamless Sensor Network IP
Connectivity

Geoff Mulligan®, Colin O’Flynn', Julien Abeille*, Mathilde Durvy*, Patrick Wetterwald*,
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Abstract—Most existing sensor network systems require cus-
tom gateways and tools to interface to the Internet. We present
a seamless IP-based sensor network connectivity mechanism that
allows a sensor network to be instantly connected to a PC and
additionally to the Internet. We use an IP stack on the sensor
network and a USB stick on the PC that acts as a wireless
network card. The USB stick carries its own network drivers
for both Linux and Microsoft Windows. By inserting the stick
in a PC, the PC is instantly connected to the sensor network.
This allows the PC to use standard tools, such as ping and web
browsers to access the sensor network nodes and allows the nodes
to send packets both to the PC and the Internet.

I. INTRODUCTION

Even though many wireless sensor networks use IEEE
802.15.4, none provide seamless and direct IP connectivity
of the sensor network to IP-based systems and the Internet.
Such sensor networks require translation gateways to map
their proprietary protocols to IP. This adds costs, complexity,
requires additional training and knowledge and breaks many
of the end to end models used in the Internet for reliability,
confidentiality and authentication.

By using an IPv6-compliant protocol stack, the sensor
network can be easily integrated into IPv6 networks and
leverage existing tools, protocols, knowledge and networking
infrastructure [4], [5], [9]. The IP-enabled sensor network
can be managed with existing or readily available tools.
Knowledge of IP network management can be applied to the
sensor network. Additionally, development and programming
of the sensor network does not require learning new network
protocols or paradigms. Recent work has shown that by using
a power-saving MAC protocol in the sensor network, IP-based
sensor networks are as power-efficient as sensor networks
based on proprietary or specialized mechanisms [7].

We run ulPv6, the world’s smallest fully compliant IPv6
stack [6], together with the SICSlowpan implementation of
IPv6 transmission over 802.15.4 networks [8], [9] in the
Contiki operating system [3].

We show how a set of IP-based sensors can be networked
together and connected easily to a standard PC and via the
PC to the Internet using only standard IP based protocols [2]
and therefore without the need for special translation software.
We also show how the nodes, the PC and Internet devices

(©2009. Copyright is held by the authors.

HTTP/SNMP/ ... HTTP/SNMP/ ...

TCP / UDP TCP / UDP

IPv6 / ICMPv6 IPv6 / ICMPv6

RFC2464 RFC4944 RFC4944

Ethernet 802.15.4 802.15.4

USB stick

Laptop IP-based sensor network

Fig. 1. The IP-based sensor network is seamlessly integrated with external
networks through a USB stick inserted in a laptop or router. The sensor nodes
and laptop/router runs an IP stack.

can communicate using standard software and tools, such as
ping, telnet and HTTP. Contiki has supported IP-based sensor
networks for several years [5] but until now, their integration
with general-purpose IP-based networks have either required
additional software on the router or non-standard access mech-
anisms such as Serial Line IP (SLIP).

II. SYSTEM DESIGN

Our IP-based sensor network consist of a set of Atmel
Raven boards, one PC laptop acting as an IP router, and one
USB stick that bridges IP packets from the PC laptop to the
sensor network. The USB stick provides a generic network
interface to the PC laptop. The USB stick is supported in
Linux, Windows XP, and Windows Vista. Linux does not
require any driver file; Windows requires a simple INF file
that tells Windows to use its built-in drivers.

The Raven boards include two Atmel microcontrollers, an
ATMega 1281 with 128K Flash and 16K RAM to handle
all the communications stack, an ATMega 3290 with 32K
Flash and 16K RAM to control the onboard LCD and an
Atmel AT86RF230 IEEE 802.15.4 compliant radio. In addi-
tion, the end nodes have temperature, light and audio sensors.
The USB stick includes a single microcontroller, an Atmel
AT90USB1287 with 128K of FLASH and 8K of RAM and
an Atmel AT86RF230 radio. This microcontroller handles both
the USB interface and the communications stack.

The Raven boards run ulPv6, our IPv6 Ready protocol
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stack [6], [1], along with the SICSlowpan implementation
of the 6LoWPAN adaption layer [8], [9], and a simplified,
compliant [EEE 802.15.4 MAC on top of the Contiki operating
system [3]. On top of ulPv6, we run a web server that provides
access to the on-board sensors.

The USB stick runs the SICSlowpan header compression
and decompression software and the necessary software for the
USB interface and to present an Ethernet like interface to the
connected PC. The USB stick acts like a stand-alone network
card to the PC and a Zone Area Network controller (ZAN-
controller) to the sensor nodes. The USB stick additionally
presents a serial port to allow debug messages from the stack
to be viewed.

A. Network Architecture

Figure 1 shows the network architecture of our demonstra-
tion. IP packets are routed by the PC laptop to and from the
sensor network. The USB stick bridges the IP packets from
the laptop and compresses and decompresses the IPv6 headers
with 6LoWPAN header compression.

The sensor network uses a star and leaf topology. Within the
Sensor Zone Area Network (S-ZAN), all sensor nodes commu-
nicate via a simple star. End-node to end-node communication
is accomplished via forwarding by the ZAN controller. This
initial demonstration does not provide multi-hop forwarding
with the ZAN.

B. Address Assignment

The sensor nodes use IPv6 Stateless Address Autoconfig-
uration [11] to determine and set their global IP addresses.
When the network is started, by the PC and USB stick, the PC
requests an IPv6 prefix for the sensor network using DHCPv6-
PD. Next, the PC starts listening for Neighbor Discovery
(ND) [10] requests through the USB network interface. When
the sensor nodes are powered up, the sensors first create a
link-local IPv6 address by combining the standard IPv6 link-
local prefix - fe80::0/64 - with its MAC address. The sensor
node then performs Duplicate Address Detection (DAD) to
ensure this address is not in use. Next, the node transmits an
ND Router Solicitation message to autoconfigure its network
address. The ZAN-controller responds with a Router Adver-
tisement packet to the node.

C. Routing and Packet Forwarding

In general, packets in the sensor network can be sent
from any node to any node in the sensor network, but in
our demonstration, packets sent by the sensor node are sent
through the default router, the ZAN-controller running on
the USB stick. The ZAN-controller forwards any packets it
receives that are not addressed to itself. If the Network Prefix is
that of the local sensor network, the ZAN-controller forwards
the packet to the destination endnode. In this way, sensor
nodes can communicate with other sensor nodes within the
local sensor network (the ZAN). If the Network Prefix is not
on the local IPv6 network, the ZAN-controller forwards the
packet via its USB interface to the PC. The PC will then intern

forward the packet as necessary and usually via its Default
Route.

III. EVALUATION

We demonstrate the usefulness of [P-based sensor network-
ing by showing that regular IP-based network tools can be used
to access, inspect, and manage the sensor network. Because
the sensor nodes have IP addresses, a general-purpose web
browser can be used to access the sensor nodes. Similarly, IP-
based tools such as ping, traceroute, and telnet can be used to
communicate with the network.

Because the USB stick acts as regular network interface on
the PC, communication in the sensor network can be captured
using a standard IP network capture tool such as Tcpdump or
Wireshark. Similarly, the USB stick can be used on any nearby
PC to capture the traffic without requiring physical access to
the network router.

IV. CONCLUSIONS

Traditional sensor networks have required proprietary tools
and mechanisms for access and management. IP-based sen-
sor networks simplify access to and management of sensor
networks by using the open standard IP set of protocols.
We leverage the base of existing protocols and technology
to further extend the capabilities of sensor networks.

Our demonstration shows an IP-based sensor network that
seamlessly connects a sensor network the Internet. We show
that the severely constrained sensor nodes with limited Flash
program space and even more limited RAM buffer space, it
is possible to deploy these types of embedded IP systems
allowing IP connectivity and network management and control
without the need for complex translating gateways.
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Abstract—Existing Building/Energy Management Systems
(BMS/EMS) fail to convey holistic performance to the building
manager. A 20% reduction in energy consumption can be
achieved by efficiently operated buildings compared with current
practice. However, in the majority of buildings, occupant comfort
and energy consumption analysis is primarily restricted by
available sensor and meter data. Installation of a continuous
monitoring process can significantly improve the building
systems’ performance. We present WSN-BMDS, an IP-based
wireless sensor network building monitoring and diagnostic
system. The main focus of WSN-BMDS is to obtain much higher
degree of information about the building operation then current
BMS:s are able to provide. Our system integrates a heterogeneous
set of wireless sensor nodes with IEEE 802.11 backbone routers
and the Global Sensor Network (GSN) web server. Sensing data
is stored in a database at the back office via UDP protocol and
can be access over the Internet using GSN. Through this
demonstration, we show that WSN-BMDS provides accurate
measurements of air-temperature, air-humidity, light, and
energy consumption for particular rooms in our target building.
Our interactive graphical user interface provides a user-friendly
environment showing live network topology, monitor network
statistics, and run-time management actions on the network. We
also demonstrate actuation by changing the artificial light level in
one of the rooms.

Index Terms—  Wireless sensor networks, network
management, policy-based management, building management
systems

I. SYSTEM ARCHITECTURE

Enhanced understanding of building operation is required to
achieve improved performance, with a 20% reduction of
energy consumption achievable by efficiently operated
buildings compared with typical practice [1]. Currently,
building managers rely heavily on the BMS/EMS to acquire
performance related information. The BuildWise project [2]
has identified that the level of information available with
existing BMS\EMS is insufficient to perform the required
performance based assessment of building operation [3]. This
assessment is essential in order to reduce building energy
consumption, operational costs, and to comply with European
Legislation (Directive 2006/32/EC). We strive to fill this gap
by deploying the WSN-BMDS as a base technology platform
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to facilitate this assessment. The system has been developed
by the WISEN Emnets project [4] and deployed as a part of
the BuildWise project in the Environmental Research Institute
(ERI) [5] building in Cork. The WSN-BMDS test-bed is a 3-
tiered framework with the following components:

1. IEEE 802.15.4 sensor nodes forming 6LoWPAN network

For sensing purposes, we use Tyndall [6] and TMote Sky
[7] sensor nodes. The Tyndall board is equipped with an
Atmegal281 MCU and EM2420 radio chip and the TMote
Sky features a MSP430 MCU with CC2420 radio chip. Both
platforms include sensors for monitoring air-temperature, air-
humidity and light. Moreover, we utilize recently developed
sensor boards for the Tyndall platform that incorporates
electricity meters as well as the interface for controlling
(on/off) an AC load. Both platforms run the recently released
b6LoWPAN stack [9].

2. IEEE 802.11 gateways as 6lowPAN/IPv6 routers

Soekris embedded PC boards [10] with Atheros CM9 Wi-Fi
cards and a single IEEE802.15.4 node form a backbone
network spanning all three floors of the ERI building.

3. User-end PC for presenting network variables

The network data is gathered from the first and ground floor
to the local PC in the basement. The sensor readings are
processed and stored by the GSN. An interactive network
monitoring and management system described in section III.

II. NODE LOCATIONS

In order to demonstrate the inefficiencies in building
operation three main zones within the ERI building have been
chosen according to the needs of the BuildWise project.

- Seminar Room and Break-Out Space on the first floor (nodes
1, 2, 3) with a room where the manifold for this space is
located (node 4)

- Open Office space on the first floor (nodes 8, 9, 10) with a
room where the manifold for this space is located (node 7)

- Immunology lab on the ground floor (nodes 11, 12)
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floors of the ERI building.

Nodes 5, 6, 13 are intermediate nodes maintaining
connectivity to the gateway. Moreover, node 5 provides data
sets from a room where no wired sensors are located as this
room was created later by partitioning one bigger space into
two smaller rooms. Nodes 6 and 13 also provide a data
calibration measure since they are located on top of wired
sensors of the current BMS.

III. NETWORK MONITORING AND MANAGEMENT

Network management of our testbed is essential to keep the
WSN-BMDS always operational. EmNets [4] Management
Protocol (EMP), runs as the management data collection and
dissemination protocol. EMP not only collects node and
network level management information, it can also be used to
execute management operations on the sensor nodes.

Our interactive graphical user interface provides a user-
friendly environment to view live network topology, monitor
network statistics, and run management actions on the
network. Fig.1. is a snapshot of the deployed sensor network
topology. Users, by just navigating the topology map, can get
the basic node information e.g. node ID, node’s IP address,
and sensed variables.

Fig.2. shows the detailed information related to the sensor
nodes under various categories. Run-time network probing is
also supported to collect network management information
and network statistics.

IV. DATA STORAGE AND PRESENTATION

Accurate measurements from wireless sensors along with an
appropriate interface to integrate these measurements into the
current BMS are essential parts required by the BuildWise
project. Therefore, we have chosen to make use of the Global
Sensor Network GSN middleware [11] which acts as a local
database as well as provides XML-based interface for
applications such as BMS. Furthermore, GSN also provides a
Web-based interface to view real-time as well as historical
sensor data.
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Fig. 2. Management console

V. DEMONSTRATION

We will demonstrate the operation of the WSN-BMDS
system as deployed in the ERI building, which presents a base
line for research in the area of wireless sensor and actuator
networks for wireless building performance management. The
demonstration will provide a real-time view and historical
measurements of air-temperature, air-humidity, light, and
energy consumption from wireless sensors. Through the
system, users will be encouraged to control the lighting level
in a room with immediate feedback using USB cameras
recently deployed in the ERI. The possibility to connect
directly to any node within the network using IP-compatible
applications such as ping or netcat will be also demonstrated.

VI. CONCLUSION AND FUTURE WORK

We show how the WSN-BMDS can facilitate the objectives
of the BuildWise project towards a comprehensive
understanding of complex building management and control
operations. The system will also provide an experimental
facility to conduct research in indoor wireless sensor and
actuator networks. More specifically, we make a contribution
to the recently released b6lowPAN stack by interfacing it with
our new IEEE802.15.4 compatible MeshMAC [8].

Please refer to: http://erideployment.ucc.ie:8080/ for the
current status of this demonstration.
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Abstract— Designing scalable and self-organizing sensor net-
works is vital for enabling the real-world deployment of large- ' $5 A ~§*§ X
scale applications. In this demo we show a fully functional, but L S Sk g A
scaled-down system that was developed for agricultural WSNs. i i R '%Backup
The full-scale system with 64 sensor nodes was deployed with , Sataway
a backend server to a medium-sized vineyard. The protocols ﬁ\
used ensure reliable local data storage, robust communication ,;
and energy-efficient data gathering. The backend server pro-
vides a user-friendly interface offering two main functionalities: @
logging communication messages of the employed protocols and 3
providing end-user support for both on-demand and periodic L0k
data requests. A i, A

PR -

I. INTRODUCTION :
. . . ) ter [V p “Cluster lll i Remote client
The use of networked sensors in agriculture is becoming Backup
more feasible and important. Environmental sensors such ‘ _
as temperature, light and soil moisture can be employed Fig. 1. System architecture.

across agricultural fields to provide real-time data to fensn
Environmental data need to be constantly and automatically
monitored. Such systems are generally developed to supgdbe city of Neustadt, Germany, during vine growing season
precision agriculture in plant care. In particular, ourteys until harvest time in 2008.
helps farmers to control irrigation, and to adjust ferélizand
pesticide deployments more precisely for individual partts ) II. SysTEM QVERVIEW ) o
the vineyard [6]. The a_rchltecturg of_ the UbiSec&Sens v_meyard monitoring
In this demonstration, we present an autonomous monitorifgstem is shown in Figure 1. The system is composed of two
system for vineyards that is capable of collecting and sgpri Main parts: a coIIecthn of \(\/lreless sensor node; and a hdcke
data as well as providing measured data upon request wi{Ver The general idea is to _collect th_e _enwron_mentai dat
reliable routing and transport protocols. The system plesi either locally from the network if a user is in the vineyard or
centralized and distributed data storage. Data from the nEgmotely through the backend server through Internet. _
work are regularly backed up at a backend server. Such a/Vé have chosen the Telos sensor platform [1] as a basic
centralized approach is naturally prone to failures. Tiuees platform for W_SNs. T_elos motes enab!e the ad_dltlon of extra
we implemented as well a distributed data backup which $§nsor or devices with ADC connections, which are useful
performed by constantly replicating the aggregated data irfor our purposes. Built in temperature and Ilght sensors are
neighboring cluster. The graphical user interface allows-e @S0 employed as a part of our demonstration. We use an
users to retrieve the measured data upon request or to sefiéitional ECHO ECS soil moisture sensor [2] depicted in
notification emails or SMSes to registered users. The potgocFigure Il to measure soil moisture values in the ground. Each
used in this demonstration have been developed in the fH¥fle is housed in a waterproof box with a transparent lid
UbiSec&Sens project [3]. The system has been successtYﬂp'Ch allows the embedded light sensors on the Telos motes

deployed at a commercial vineyard with 64 sensor nodest@tmeasure the light intensity. _ _
The sensor nodes are distributed in a loose grid topol-

@©Copyright is held by the author/owner(s), 2009. ogy. A group of sensor nodes are geographically clustered
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- EE
and the data from the nodes are aggregated at each cluste U1 Query Eavestioppe]

head. Consequently, the aggregated data are transmitted t Ubl g

a gateway node over the multihop network constructed from m s 8 L2
different clusters. A collection of protocols used in thimb NETS wa Do R %z (3 T T
include aggregator node election (PANEL [8]), lightweight s =™ "0 o

hybrid routing (TinyLUNAR [5]), persistent data storage Sl = .

(TinyPEDS[7]) and reliable transport protocol (NanoTCP.[4 e e ey e

These pl’OtOCOlS together make the entire SyStem pel’sistent S}“::(v“ﬂsp?rzatauzre Cresu\! TIE BEPAEEN~15.09.2008 {00445 AND 15002008 3449

reliable and self-organizing. The system also has a selfisige

mechanism to recover system functions in the case of failure
The backend server, on the one hand, handles on-demand

gueries from a local user who wants to monitor environmental Fig. 3. Graphical user interface at the eavesdropper.

changes. The results are displayed through a graphical user

interface we developed. The basic window of GUI is shown

in Figure 3. A user can also register himself for periodic NQsgnstruct their own query and deliver it to the network on
tifications through emails. The configuration can be modifigfg fly. Each and every step can be shown to the conference
upon the need of users. This allows both technical and NYyrticipants on the GUI.

technical users to customize the system if necessary. We will also highlight the use of the self-organizing system
in harsh conditions. For example, lopping and harvesting
machines can physically damage some nodes in the network.
However, this will not influence the whole network since the
data is aggregated throughout the entire clusters andngputi

is done dynamically. If the broken node is an aggregator, a
new aggregator will be elected in the next election periad. |

a worse case situation, a forest fire can burn some regions
of the sensor nodes. In such a case, we can still retrieve the
backup information from a neighboring cluster. Additidpal

®) spurious or erroneous data which are produced by hardware
failures can be eliminated by data filtering process.
Fig. 2. Sensor node in a weather-proof box and soil moistunecse We will additionally display a video demonstration of our

full-scale system consisting of 64 nodes deployed in a \d@ndy
during the vine growing season. In summary, we show in

. this demo a complete and scalable environmental monitoring
We propose to demonstrate a fully functional but scalegystem that can survive in harsh conditions.

down version of vineyard monitoring system. The on-site
demo is deployed with 16 nodes divided into 4 clusters. Its ACKNOWLEDGMENT
functionality is identical to the system running in the wiaed. We would like to thank European Union (Project
A smaller subset of hardware components is demonstrated d}tﬂSec&Sens) for providing financial support for our work.
to space limitations. The demo is comprised of 3 main partphe authors from Aachen would like to thank RWTH
auto-configuration, normal operation and self-organiati ~ Aachen University, Deutsche Forschungsgemeinschaftigfiro
First, the nodes get started once they receive a synchronigie UMIC research center and the European Union (Project
tion packet from a gateway node. This packet is periodicayASP) for providing financial support. We also thank Junaid
sent to the network to ensure that all the nodes are synchpgsari and Dirk Westhoff for their support.
nized with the same epoch number and perform a normal
operation at the same time. We demonstrate the bootstigappin

process, and also the fact that the system can continue ahorit] Crossbow website, http:/www.xbow.com.
Jgi Decagon website, http://www.decagon.com.
2

Ill. DEMO DESCRIPTION
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Abstract—Current wireless sensor testbeds have a ‘passive’
nature, meaning that once the testbed has been set up, the
configuration remains the same. It is not possible to change
the characteristics of the device such as the available battery
power. This shortcoming severely effects the types of simulations
that can be evaluated. The WiLab testbed solves this issue by
using an active element, the Environment Emulator. This device is
capable of emulating several events (e.g. battery depletion, energy
harvesting power sources, node failure, sensor events, actuator
events, audio streams etc.) in a real-life environment without
the need for real sensor hardware or real sensor applications.
Using this approach, novel wireless sensor network architectures
and protocols can be evaluated in a true real-life environment
with realistic user scenarios. In addition, the real-time power
consumption of every node can be monitored, enabling the
development of new and verification of existing power optimized
protocols and applications. In this demo, we will demonstrate the
possibilities of WiLab.

I. INTRODUCTION

More and more researchers have started to realize that only
relying on simulations as a validation tool for new wire-
less protocols and applications will not guarantee its proper
working in a real-life environment. Existing simulators do
not have the possibility to cover all important real-life effects
of wireless communication, often leading to a considerable
discrepancy between experiments and simulations [1]. In order
to solve these issues, wireless sensor testbeds are used to
validate the correctness of developed protocols.

Wireless sensor testbeds enable to effectively test the wire-
less sensor protocols or applications in a real-life environment.
In such an environment, the spectrum is not ’clean’, and
the locations of the nodes are fairly random. Some testbeds
got deployed in real ’office-like’ buildings [2], [3]. The
TWIST testbed [3] has implemented a simple, binary power
supply control, making it possible to emulate the death of a
node. Emulating battery depletion or energy harvesting is not
considered. In these testbeds, it is not possible to act upon
real-life changes. E.g., suppose an emergency protocol for
a wireless fire alarm is being developed. During a fire, the
temperature sensors should start propagating warnings and it is
quite possible that an explosion destroys some of the sensors.
In existing testbeds it is not possible to test the protocol under
such real fire conditions.

In this demonstration, we will show the possibilities of the
WiLab testbed. This testbed is equipped with a new piece

—— Ethernet connection (PoE)
Admin interface (new
— firmware, logging, ... )

Mag:gg:wlent @}u

Control interface (emulation

iNode iNode

@ tm  bm
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iNode

Figure 1.

of hardware, the Environment Emulator (EE). Using this, it
is possible to emulate the behavior of any type of sensor or
actuator without the need for real sensor/actuator hardware
or the development of a full-blown sensor application. It is
possible to emulate the battery depletion, depending on the
real life power consumption of the sensor node. When the
node’s battery is depleted or the node is destroyed (e.g., in
an explosion), the node can be switched off. The EE can
be programmed to emulate a sensor event (e.g., temperature
rise, motion detection), an actuator event or to support voice
streams. Further, the EE can be used to monitor the energy
consumption of each individual sensor. Altogether, this means
that it is possible to assess the complete usability of a certain
wireless sensor and actuator network application or protocol
in a real-life environment. This is the first testbed that supports
these features on all nodes.

In the following, the testbed’s architecture and the charac-
teristics of the environment emulator is given in Section II. In
Section IIT the demonstration will be described.

II. WILAB TESTBED
A. Architecture

The WiLab testbed is deployed in an office building of
12x80m and is spread out over three floors. It consists out of
more than 200 sensor nodes. Figure 1 shows the architecture
of the testbed. The core is based on the widely used MoteLab
testbed from Harvard University [2]. The sensor nodes are
Tmote Sky motes, although the hardware setup allows for
a large variety of sensor nodes as long as they can be pro-
grammed through a USB or serial interface. The intermediate

(©Lieven Tytgat, Bart Jooris, Pieter De Mil, Benoit Latré, Ingrid Moerman and Piet Demeester, 2009
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iNode:
mbedded PC

Figure 2. A complete sensor node set up (iNode + Environment Emulator
+ sensor node)

nodes (called iNodes) are Alix 3C3 [4] devices running Linux.
These are mini PC’s equipped with Ethernet, USB, serial,
vga, audio and two 802.11bg interfaces. All the iNodes are
connected to the management backbone using Power-over-
Ethernet switches, making it possible to power up/down the
iNodes as needed without physical interaction. Finally, the
Environment Emulator is located in between the iNode and the
sensor node (=Device under Test or DUT), see Fig. 2. Finally,
all the possibilities of the complete testbed, the environment
emulator scenarios and events, a visualization and a graphical
analysis tool, are accessible through a web interface. The
visualization tool can visualize any type of node status and/or
link information on a map of the building, while the graphical
analyzer plots out the data. The information for both tools is
gathered from the MoteLab database through the use of user
customizable MySQL statements, making it extremely flexible.

B. Environment Emulator (EE)

In Fig. 3 the connection diagram of the environment emu-
lator is shown. Its major possibilities are described below: (1)
The EE can disconnect the USB power from the DUT, and
power it with its own regulating voltage source. This enables
the EE to emulate the real behavior of a battery depleting,
energy harvesting power sources, failing of the mote....(2)
The current used by the DUT can be measured with a sample
frequency of 10kHz. This makes it very easy to determine
the exact power consumption when tested. An example output
can be seen in Fig. 4 (3) The EE has some General Purpose
digital Input / Output pins connected to the DUT. This allows
for real-life, real-time digital sensor/actuator emulation. (4)
Some analogue input/output pins are also connected to the
DUT, making the emulation of real-life, real-time analogue
sensors/actuators possible. (5) Audio input/output signals can
be injected and extracted from the iNode making all sorts of
audio over sensor network experiments very easy to conduct.

The EE can programmed to emulate events using scenarios.
These allow for the efficient comparison of different protocols
under exactly the same situations. On the other hand, it is
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Figure 3. The environment Emulator connection diagram
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Figure 4. Example of a current measurement. It can be seen that the node
is switched off periodically.

also possible to issue real sensor events (e.g., “button press’),
during an experiment.

II1. DEMO SETUP

The demo will consist out of two major parts. First of all,
there will be a small local testbed setup on which the features
of the environment emulator will be displayed in real-life.
More specifically: the battery emulation, sensor and actuator
emulation and node failure will be demonstrated. The second
part of the demo will contain a demo on the testbed located at
IBBT. In this demo, a real-time visualization of the testbed will
demonstrate the advantages when doing protocol validation on
an active testbed compared to doing it on a passive testbed.
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Abstract—Ensuring that every sensor node has the same code « A CCMP should conserve energy and bandwidth.

version is challenging in dynamic, unreliable, multi-hop sensor  , A CCMP should scale with both the network size and the
networks. When nodes have different code versions, the netwlor total number of code items.

may not behave as intended, wasting time and energy. We . .
demonstrate DHV, a code consistency maintenance protocol to  COde items are often represented as a s¢key, version)

ensure that every node in a network will eventually have the tuples. Eachkey uniquely identifies a code item. The cor-
same code. DHV is based on the simple observation that if two respondingversionindicates if the code item is old or new
code versions are different, their corresponding version numbes (the higher the version, the newer the code). Previous CCMP

often differ in only a few least significant bits of their binary : . . .
representation. DHV allows nodes to carefully select and transmit protocols like DRIP [1] and DIP [2] incur high latency, high

only necessary bit level information to detect a newer code version €OSt and may be complicated. BOth_ DRIP ar!d DIP are built
in the network. DHV can detect and identify version differences on top of Trickle [3], a self-regulating algorithm for code
in O(1) compared to the logarithmic of current protocols interms  propagation and maintenance in wireless sensor networks.

of messages and latency. Simulations and experiments on a real|, DRIP, a node randomly broadcasts each of its dkey,

MicaZ testbed show that DHV reduces the number of messages . . . :
by 50%, converges in half the time, and reduces the number of version)tuples to its neighbors separately. DRIP scales linearly

bits transmitted by 40-60% compared to DIP, the state-of-theart  With the total number of items({(7")). DIP improves the total
protocol. number of messages and latency@@log(T)) by searching

for a different(key, versionusing hashes of thgkey, version)
tuples. A common feature in both approaches is that they try
to detect and identify differences of versions as a whole.
Experience with wireless sensor network deploymentswe demonstrate a new code consistency maintenance proto-
across application domains has shown that sensor node tagi{<calledDHV. We observe thaf two versions are different
typically change over time, for instance, to vary sensed pgrey often only differ in a few least significant bits of their
rameters, node duty cycles, or support debugging. Tygicallersion number rather than in all their bitHence, it is
this leverages the ability to reprogram sensor devicesgusifot necessary to transmit and compare the whole version in
wireless communication. The goal of network reprogramminie network. DHV aims to detect and identify differences of
is to not only reprogram individual sensors but to also emsujersion-levels for code items with the goal of transmitting
that all network sensors agree on the task being performegnuch less data in the network compared to DRIP and DIP.
Network reprogramming creates the need for a protocphe name DHV comes from the three steps in the protocol —
to ensure that all network nodes have the same up-to-dgjerence detection, brizontal search, and artical search.
code items, which can be binary images, code segments,Eich step requires onl§(1) total messages and latency with
configuration parameters. We refer to such a protocol asépect to the total number of items. So DHV can identify a
Code Consistency Maintenance Proto@@ICMP). Depending difference with as few as 3 transmissions.
upon the application, the bandwidth and energy consumption

I. INTRODUCTION

of a CCMP can be comparable to sensing, particularly for II. THE DHV ProOTOCOL
networks with mobility or large churn. Key requirements for DHV has two main phases -detectionand identification
a CCMP are: In detection, each node broadcasts a hash of all its versions
o A CCMP must ensure that the all network node®ntu- called aSUMMARY messagé&Jpon receiving a hash from a
ally have the same updated code neighbor, a node compares it to its own hash. If they differ,
« A CCMP should enable a node with an old code itenthere is at least one code item with a different version numbe
to discover a newer code item and update it witkv In identification, thehorizontal searchand vertical search
latency steps identify which versions differ. In horizontal seareh

© Thanh Dang et al. 2009
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node broadcasts a checksum of all versions, callétS&IM items in the network. Users can choose to update one or more
message Upon receiving a checksum from a neighbor, tharbitrary code items. We will show that the DHV protocol
node compares it to its own checksum to identify which bitelps discover if nodes need to update code in O(1) latency
indices differ and proceeds to the next step. In verticalcdga with respect to the total number of code items.

the node broadcasts a bit slice, starting at the least signifi  Network programming varying the number of new code
bit of all versions, called &BIT messagelf the bit indices items In this scenario, we let users vary the number of new
are similar, but the hashes differ, the node broadcasts a dntle items to be updated. We will show that the DHV protocol
slice of index 0 and increases the bit index to find the differehelps the network converge i@(N) where N is the total
locations until the hashes are the same. Upon receiving & VBiumber of new code items.

message, a hode compares it to its own VBIT to identify the Network programming varying the number of nodes in a
locations corresponding to the differiricey, version Yuples. network We will vary the number of nodes in the network
After identifying which( key, version Yuples differ, the node and observe the total number of transmitted messages and the
broadcasts thegekey, version Yuples in avECTOR message network convergence time. We will show that the total number
Upon receiving a VECTOR message, a node compares itabtransmitted messages and the convergence time increase
its own ( key, version )uple to decide who has the neweslightly with the total number of nodes in the network.

version and if it should broadcast its DATA. A node with a Network programming with nodes joining and leaving the
newer version broadcasts its DATA to nodes with an oldeetwork dynamically We will also show that the network

version. can quickly discover if there is a newly added node with
older code versions and reprogram it accordingly. This is an
— Ejompaﬁn;:;i‘;;0‘;‘;{5;3’:;355‘0detec,q important scenario showmg_that a CCMP and specifically the
there is a;'””e”* DHV protocol is necessary in real situations.
o) IDENTIFY DIFFERENT BIT LOCATION 1V. CONCLUSION
( ) Comparing checksgm olall\ver_snons to detect
the bitlocation hats difierent We demonstrate the DHV protocol to maintain code con-
¥ < sistency in wireless sensor networks. The key innovation in
IDENTIFY DIFFERENT VECTORS DHV is that it reduces the number of transmitted bytes in the
oo 1 enaly vesters havare driorent network by carefully selecting and transmitting only absely
" % necessary information at the bit level to detect and idgntif
O(N) (" IoewTiFY versioN oRoeRING ) whlch code items need updgtes. Toggther with a carefully de-
Compare versions o dentfy who has the signed suppression mechanism, DHV is able to reduce the tota
\ s / number of messages significantly. Theoretically, DHV can
 REPROGRAM h identify differences withO(1) complexity in the total number
A qf items instead of Iogarlthmmally cqmpared to DIP. Simula
~ < tions and real-world experiments validate that DHV perferm

at least twice better than the state-of-the-art DIP prdtate
believe that DHV can not only be used in wireless sensor
%Letworks but also in other distributed applications thgtine

ata consistency. The preliminary version of the DHV source
code can be downloaded at http://sys.cs.pdx.edu/home/dhv

Fig. 1. DHV main components

Figure 1 illustrates the DHV protocol steps to complete
search to identify which vectors differ. DHV requir€X1) in
both latency and cost to identify all the differences, intcast
to DIP, which require®)(log(T")) in both latency and cost for
searching. REFERENCES

[1] G. Tolle and D. Culler, “Design of an application-coopve manage-
I1l. DEMONSTRATION ment system for wireless sensor networks,”Hroceedings of the 2nd
European Workshop on Wireless Sensor Networks (EWSN,26€8)bul,
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ebugging S On each node, we can eterm'n_e the Sta_t tency maintenance protocol for multi-hop wireless sensowas,” in
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Network programming varying the number of total code
items In this scenario, we vary the total number of code
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Abstract—Wireless Sensor Networks (WSNs) are not widely
used in field research because of poor tool support and high
complexity. To address this issue, we designed and developed a
Software Factory for WSNs that hides the complexity of
software development for embedded systems and exposes a
visual domain-specific modeling language. Our solution makes
WSNs more attractive as a tool for researchers from outside
the computer science field and enables a wider adoption of
WSNs in field research.

We will demonstrate our Software Factory in a real-world
scenario replicating our latest WSN deployment.

Index Terms— Wireless Sensor Network, Software Factory,
Domain-Specific Languages

I. INTRODUCTION

he vast majority of publications in the field of WSNs

refer to environmental or habitat monitoring as the
typical application for WSNs. You could expect that WSNs
are already widely used in field research because they are
often advertised with high sensing accuracy, long runtimes,
and easy deployment. However, this is still not the case.

temperature ——l
>50°C
alarm LED

Figure 1: A conceptual example of a simple data flow

Research in the area of WSNs has previously focused on
hardware design, self-organization, various routing
algorithms, or energy saving patterns. This trend is already
changing [1, 2] but the available tools typically target
experienced software developers and not researchers from
outside the computer science field. As of today, domain
experts such as environmental scientists need extensive
support from hardware and software engineers during
planning, deploying and management of WSNs. This makes
a wide adoption of WSNs in real-world scenarios difficult

© T. Naumowicz, B. Schroéter, J. Schiller 2009
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and, in combination with poor tool support, makes such
adoption slow and error prone.

We have designed and developed a Software Factory to
address this gap. Software Factories are model-driven
development environments. Our solution is based on a data-
centric programming model where data flows are used to
describe how data should be processed (e.g. Figure 1). We
will refer to our Software Factory as Flow.

We prototyped Flow for the resource constrained
ScatterWeb WSN platform MSB-430 [3] with 55kB flash
memory and 5kB RAM. The prototype is available for
download and evaluation [4].

II. THE SOFTWARE FACTORY IN BRIEF

Flow provides a visual editor for modeling of applications
for WSNs and a native code generator. Flow focuses on the
visual representation and execution of data flows at a very
high abstraction level (e.g. Figure 2). It is not a visual
programming language for describing program control flow
— in such scenarios the textual representation is very often
easier to be written and understood.

3% Skomer - Microsoft Visual Studio
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Figure 2: Simplified data flow handling detection of a RFID tag

Our Software Factory does not leverage a Virtual
Machine. With this approach, we expect to achieve higher
execution performance. The use of native C application
code has an important advantage: it makes the
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implementation of drivers for Flow less time-consuming and
allows easy integration of specialized C code blocks to
handle advanced cases.

Domain experts use the provided visual Domain-Specific
Language (DSL) to define data flows and thus specify the
behavior of nodes in the network. The modeled data flows
are validated at design time and the user is provided with
visual feedback. After successful validation, application
code is generated. With Flow, domain experts no longer
need to develop or maintain native C application code.

III. REAL-WORLD SCENARIO: SKOMER ISLAND

We deployed a WSN for environmental monitoring on
Skomer Island in the United Kingdom in March 2007 [5].
The WSN was used to monitor the behavior of Manx
Shearwaters, a burrow nesting seabird. We recorded birds'
activity around entrances to the burrows as well as the
identity of tagged individuals. In addition, we collected high
resolution environmental data about the temperature and
humidity inside and outside the burrows. In March 2008 an
updated version of the system was deployed.

b

‘ ]_’:;ﬁ i

Figure 3: Sensor Node deployed on Skomer Island in 2008

During the deployments we observed that our expertise in
software development for embedded systems was required
in every phase of the project. The research goals shifted
often and we had to update the deployed applications each
time. High complexity of required changes prevented
domain experts from modifying the application code
themselves. The dependency on us was a big disadvantage —
it resulted not only in delays but also distracted scholars in
their research.

We use the Skomer Island scenario in our research to
investigate how high levels of programming abstraction can
be used in order to make WSNs more attractive as a tool in
areas outside the computer science field.

IV. DEMONSTRATION SETUP

The demonstration is built from a subset of our real-world
WSN deployment to the Skomer Island in 2008. The
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functionality of the WSN from the deployment is now

modeled using Flow. The WSN is enabled, i.e. conference

attendees can interact with the installed demonstration.

Visitors are encouraged to modify data flows using Flow,

deploy the generated code, and evaluate the results.

The demonstration consists of the following components:
1) Wireless sensor node used during the expedition to the

Skomer Island. The node is in its original packaging
from the deployment (see Figure 3) and it’s equipped
with environmental sensors, movement detectors, and a
RFID reader.

2) Wireless data logger node used as a data sink on the
network. The node collects data from the network and
stores it on a SD card.

3) Wireless gateway node attached to a notebook. The
node provides access to the network for .NET based
applications executing on the PC.

4) Notebook with installed Flow and .NET development
environment. The notebook is used to model data flows
and to present the capability of easy integration of
WSNs with end user applications.

Interested visitors use the provided notebook to modify
existing data flows and design their own ones. This is how
they are able to modify the behavior of the network. Flow
generates native code for the sensor nodes based on the
designed data flows and compiles it for the selected
hardware platform. Proxy libraries for the PC are generated
as well. This enables easy access to the data in the WSN
from the PC.

The generated code handles network discovery, gateway
resolution, data communication and marshaling between the
WSN and the client application. Visitors can access data and
activate data flows using easy to handle .NET objects that
represent wireless sensors in the network.

V. CONCLUSIONS

The proposed demonstration illustrates the achieved level
of programming abstraction. Data flows can be easily
created, read and modified by researchers with no
experience in development for embedded systems.

In our opinion, the proposed solution has the potential to
shorten the development cycles dramatically during WSNs
deployments in field sciences, to reduce the dependency on
hardware and software engineers, and to lead to a wider
adoption of WSNs outside the computer science field.
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Abstract— We describe a novel optical sensor system designed
for high-fidelity image acquisition in wireless sensor networks.
The system uses precision optical equipment as well as a high-
resolution imager yielding accurate observations - a prerequisite
for many image processing techniques. In order to deliver the
lifetime and durability required by long-term environmental
monitoring campaigns we present a custom solution that is
optimized to integrate seamlessly into a power efficient wireless
sensor network. The imaging system presented is based on a state-
of-the-art wireless digital SLR camera, that has been packaged,
augmented with the necessary power supply, heater, system
supervision and control to operate reliably under the most hostile
and extreme environmental conditions.

I. INTRODUCTION

The PermaSense project [1] strives for collecting geo-
physical data in the high-altitude environment of the Swiss
Alps with a wireless sensor network (WSN). To this day, a
WSN consisting of one base station and 16 motes has been
successfully deployed on the Matterhorn at 3.500 meters above
sea level and ambient temperatures down to -40°C since
July 2008. In this deployment, simple analog and digital
sensors representing properties such as temperature, humidity
or electrical resistivity are sampled every few minutes. While
this sensor data is highly valuable for the geophysical research
of our joint project partner, there are contexts that require more
complex data, e.g. fidelity and rates two or three orders of
magnitudes higher than the current set of simple sensors.

In this demo we present a novel, high-precision wireless
image sensor for the PermaSense project. This sensor allows
to assess temporal variability in the snow cover as well as
rock and ice movement with great detail. For the application
of advanced image processing algorithms and a meaningful
analysis of the image data gathered from the environment, the
fidelity and optical precision are of the utmost importance. For
this purpose a digital SLR camera is mounted in a ruggedized
housing. The housing includes an optically corrected lens
port, heating system, system supervision, power supply and
integrated into our wireless sensor network infrastructure. The
main challenges are reliability concerns, issues concerning
power efficiency and the available energy supply, data through-
put, image quality as well as flexibility in the deployment
location to obtain an optimal field of view of the inspection
site. The system design is optimized to operate on a very low
duty cycle, i.e. with a few pictures per day. It should still allow

for a flexible and quick wakeup upon the request of a user or
another sensor.

II. SYSTEM CONCEPT

The general concept of our sensor system is depicted in
Fig. 1. A Nikon digital SLR camera with interchangeable
lenses is housed in a steel enclosure. A lens port, derived
from an underwater still camera housing, using non-reflecting,
optical glass opens the field of view for the camera. Since
the anticipated data volume per image (~11MB RAW, ~6MB
JPEG) by far exceeds the performance of any low-power,
mote-based WSN the camera uses a dedicated WLAN link to
transmit images to a base station. An additional heater allows
to defog the lens port and heat the camera/lens to an acceptable
ambient level. Since all three consumers consume considerable
amounts of energy a power switch controlled by a low-power
TinyNode sensor node allows to power-cycle the individual
components when not in use. Effectively, this reduces standby
power consumption to an acceptable minimum. Furthermore,
the sensor node serves as an internal health indicator providing
regular ambient temperature, humidity and battery fill levels.
Depending on the intended application scenario the sensor
system can either be powered from an integrated battery
allowing to take a finite amount of pictures or by a solar system
(solar panel, charger, rechargeable battery).

\2 Y 868MHz
WLAN ISM
Server TinyNode
Field of 4 I

view o Temp.
; Hum.

3x Power “ Power

. Switch Supply

Heating

Fig. 1.  The Mountainview sensor contains a professional digital SLR
camera, a heater and an embedded computer with WLAN connectivity. Power
consumption is controlled and monitored via a TinyNode sensor node. An
adjustable mount supports different lenses and focal points for enhanced image
quality.
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III. IMPLEMENTATION

The Mountainview prototype is based on a Nikon D300
DSLR with a 12.3 MegaPixel image sensor. An attached Gum-
stix embedded computer is used for camera control. Adding
a WLAN interface allows to control the camera, download
thumbnails and full images over the Internet from a remote
computer. A detailed power profile of the camera at startup
and during image capture is given in Figure 2. The camera
consumes an average of 220 mA with peak currents up to 3 A
at 9V. The power consumption of the embedded computer is
in a similar range, measured at 3 W average when connected
to a WLAN access point. Alternative WLAN microservers,
e.g. optimized for long-range point-to-point directional links
are known to require even more power with about 10-20W
average power consumption.

Camera Startup Capturing
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Fig. 2. Current draw during camera startup (left), image capture and storage.

It is thus necessary to power cycle all power hungry
consumers and only enable them when their function is
required. By using a TinyNode sensor node running a custom
version of the ultra-low power application Dozer [2] the power
consumption is reduced to a mere 0.148mA. By sending a
broadcast packet over the wireless sensor network the user can
control when and for how long to enable heater, camera and
embedded computer. The monitoring of temperature, humidity
and battery fill levels is not only a necessity while operating
the camera/heater but also when the system is in long sleep
phases to alert in case of water ingress. A simple timer to
wake up the system, transmit an image and go back to sleep
is not an option as it would (i) limit the flexibility/reactivity
of the system and (ii) lack the online system supervision that
is critical to successful long-term environmental monitoring,
especial in the environmental extremes of PermaSense.

IV. RELATED WORK

Depending on the application, the desired geophysical data
can also be gathered by aircraft or satellites [3], [4]. However,
there are certain constraints concerning costs, availability, spa-
tial resolution and applicability of remote sensing techniques.
For the price of a smaller covered area, our approach focuses
on a high spatial resolution and more flexibility as the later
application is virtually only dependent on the number and
location of the installed cameras.
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Sharing the same motivation, Kodak DC20 cameras with a
timer-based trigger mechanism for automatic image gathering
are used in [5]. In contrast, our work first of all offers a much
higher image quality concerning image resolution and optical
system used. Additionally, our prototype allows remote control
and near real-time data access.

Several projects in the WSN field have proposed the usage
of image sensors for sensing, control and verification purposes.
These often low-resolution CMOS camera modules or we-
bcams are directly attached to sensor nodes [6], [7]. These
applications have quite different requirements concerning im-
age quality, installation location, density and durability when
compared to our project.

V. CONCLUSIONS AND FUTURE WORK

The current progress of our work promises a great tool
for geophysical and possibly other scientific experiments at
a new level of detail and interactive control for reasonable
costs. While our current experiments have only been carried
out in our lab, we are intending to deploy our prototype on
the Matterhorn field site. A detailed assessment of the optimal
duty cycle is currently under investigation. However, it is
likely to depend much on the actual requirements of system
operation at the field site as the main consumers of power
(heater, WLAN) depend on the actual circumstances at the
site. Future work encompasses the use of smaller/different
sensors for triggering the main sensor and 3-D modeling using
multiple cameras.
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we extend the Contiki simulator COOJA [5] and MSPSim [41\Norking platforms such as the Tmote Sky and ESB/2 [6].

gn |n§tru;:tl[on Ietvel gmulatorblthat. IS I|r:_tegrat;:‘?1 ltn COOJA. For this demonstration, we integrate MSPSim more closely
ur simufator extensions enable simufations of NEIEranENe .y, cooja. We add COOJA support for also simulating

sensor networks that consist of nodes running the TinyQS yOS nodes which required some COOJA changes to handle

and Contiki operating systems. We also extend MSPSil%de IDs since TinyOS uses two IDs per node; one for the

with a power profiling mechanism similar to the softwarehode itself and one as a mutable Active Message address.

based power profiler of the Contiki operating system [2]. OLI'H MSPSim, we made the emulation of the MSP430 and the
(©Joakim Eriksson, Fredristerlind, Niclas Finne, Nicolas Tsiftes CC242.0 radio ?h'.p more accurate and complete. The_m't.'al
Adam Dunkels, Thiemo Voigt, Robert Sauter, PedroeJbtaron 2009  emulation was limited to the subset of features used in Rionti

COOJA [5] is a flexible Java-based simulator initially de-
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I1l. EVALUATION
A. A Heterogeneous, Hierarchical Sensor Network

To demonstrate interoperability between Contiki and
TinyOS in COOJA/MSPSim, we simulate a heterogeneous
hierarchical sensor network shown in Figure 1. The hiefiarch
cal sensornet consists of both TinyOS and Contiki nodes. Th
three TinyOS nodes placed in the right part of the top right
plug-in in Figure 1 act as data sources that periOdica"wsef—‘ig. 2. Basic interoperability test with three TinyOS nodesl two Contiki
a data message with 20 bytes payload (“As”, “Bs” or “Cs"hodes communicating. Some of the nodes led-panels are shodmnjedug
to an aggregator node running Contiki. The aggregator nogfétouts are visible in the log window.
aggregates the data and sends it via a forwarder node in a
multi-hop fashion to the sink (left-hand node in the pluy-in ) .

Both the forwarder and the sink node run Contiki. of experiments. COOJA a“?' MSPSim can be down-

Since the TinyOS frame format differs from the Contik"lzaded from h'_{ tp: /1w stcs. se/ Cpnt' ki/ and
frame format, we have modified the Rime stack and t tp://www. si cs. se/ proj ect/mepsinl.

Chameleon module [1] to allow Contiki to understand packets V. ACKNOWLEDGMENTS

from the TinyOS nodes. Our experiments have demonstrate
successful interaction between TinyOS and Contiki nodels
the ability to measure the radio duty cycle for both TinyO
and Contiki nodes.

D | B[]

TIMES609  ID:2 CTCODoy~~ECWI DT Ddreoy frm 3 (having 3)
TIMESE1Z  IDd 000, 0x03, 0x00, %00,

TIMES819 D4 Sending message

TIME'S822  IDi4 Message sent

TIME825  ID5 5.0: packet 15

TIMES829  ID5 Packet from 4.0 seqne: 1 len: §

|| TimE5831 D5
TIMES832 DA

==drecy frm 4 (having 4)
ZTdrecvfim 4 (having 4)
ZZdrecvfrm 4 (having 4)

TIME:5832  ID:2
TIME:5832  ID3
TIME. 5835 ID:5

Filter on string: ‘ H Save log
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To validate COOJA/MSPSim’s capability for interoperabil- REFERENCES
ity tests we perform an experiment where we develop the SAfREA. Dunkels, F. Osterlind, and Z. He. An adaptive communication
networked application in both TinyOS and Contiki. architecture for wireless sensor networks. Rroceedings of the Fifth
We implement an application that broadcasts packets to its ACM Conference on Networked Embedded Sensor Systems (SenSys 2007),

. . . . . Sydney, Australia, November 2007.
neighbors and when it receives packets it counts the nelghbg] A. Dunkels, F.Osterlind, N. Tsiftes, and Z. He. Software-based on-

and visualizes the neighbor count. The application for Dy line energy estimation for sensor nodes. Rroceedings of the Fourth
uses the standard Active Message communication framework \J"lﬁ:gﬂg%%;’” Embedded Networked Sensors (Emnets 1V), Cork, Ireland,

and _the _Comil.(i appl?cation is deSigned to replicate thQ/(DiS 3] M. Durvy, J. Abeille, P. Wetterwald, C. O’Flynn, B. Leverett, E. Gnoske,
application. Since TinyOS uses IEEE 802.15.4 we replace the M. vidales, G. Mulligan, N. Tsiftes, N. Finne, and A. Dunkelaking

default Contiki MAC protocol with IEEE 802.15.4 and add the  Sensor Networks IPv6 Ready. Froceedings of the Sxth ACM Con-
. . he first bvte of the pavioad ferenpe on Networked‘Embedded Sensor Systems (ACM SenSys 2008),
TmyOS active message type as the first by pay - Raleigh, North Carolina, USA, November 2008.

Figure 2 shows the result of the test. All nodes communicg# J. Eriksson, A. Dunkels, N. Finne, Bsterlind, and T. Voigt. MSPSim

and count neighbors as expected. This interoperability tes — an extensible simulator for MSPA430-equipped sensor boarts
lidat basic application protocol on top of 80215 Proceedings of the European Conference on Wireless Sensor Networks
valiaates a very I pplicau p p (EWSN), Poster/Demo session, Delft, The Netherlands, January 2007.

and shows that it is possible to perform interoperabilitstde [5] F. Osterlind, A. Dunkels, J. Eriksson, N. Finne, and T. Voigtogs-level
using COOJA/MSPSim. sensor network simulation with COOJA. Rroceedings of the First IEEE
International Workshop on Practical 1ssues in Building Sensor Network

Applications (SenseApp 2006), Tampa, Florida, USA, November 2006.

IV.  CONCLUSIONS [6] J. Schiller, H. Ritter, A. Liers, and T. Voigt. Scatterive low power

In this demo we present the COOJA/MSPSIim sim- nodes and energy aware routing. Rroceedings of Hawaii International
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makes interoperability testing more practical and trans-
parent by allowing repeatable and fine-grained control
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Abstract— Wireless Sensor Networks (WSNs) are distributed
systems of embedded sensor nodes loosely coupled by wireless
communication. Debugging, profiling and testing of these systems
is inherently challenging due to resource constraints of the system
components, a vast state space and tight integration with the
environment. A prominent validation strategy is to use testbeds
running an instrumented version of the software on distributed
sensor nodes and to collect data during execution for off-line
analysis. We provide a novel programming language named
Rupeas which especially targets the analysis of these WSN logs.

I. INTRODUCTION

Testing of WSNs is a crucial part of the development
process as a functional, performing and resource effective
system at deployment time is of utmost importance [6]. A
main methodology for testing is using a WSN specific test
platform such as a testbed [1] or simulator [2] and logging
test specific information. Tests result in a substantial amount
of log data, which needs to be analyzed in the context of the
test platform and the application. Such an analysis requires
adequate tools.

With Rupeas, a Ruby Powered Event Analysis language,
we provide a tool for WSN analysis. It facilitates analysis of
WSN logs by using an event abstraction for representing the
execution traces. It provides operators to formulate queries
on sets of events. Rupeas provides a high ease of use with
its simple, concise notation. It greatly simplifies WSN trace
analysis and testing, which are often perceived as meticulous
tasks.

As an example, an interesting analysis of typical WSN
applications for data gathering is whether and to what extent
sensory data can be extracted from the system. Typical ques-
tions are: What is the data yield from each node? What do the
routing paths look like? Are the routing paths efficient?

These are sample questions that can be answered by Ru-
peas queries. Rupeas allows for determining routing paths by
formulating a relation on send and receive events gathered in
traces, even for multi-sink systems as shown in Fig. 2.

Previously proposed approaches cannot help with this anal-
ysis: Diagnostic simulation [4] using data mining techniques
on simulation data, can help you with outlier detection, but
does not provide a comprehensive analysis. Assertions on
distributed, global state [3], [S] can help you identify problems

in parent selection of the routing protocol, but do not help in
the analysis of taken routes.

II. RUPEAS

Rupeas is based on ideas first introduced in the EvAnT
framework [7] for analyzing WSNs. Both, Rupeas and EvAnT,
use an event abstraction: Individual log entries are events,
tuples of key-value pairs; logs are represented as a set of
events. Both are based on four generic operators for processing
events sets and allow for formulating event set queries and
assertions for testing.

Rupeas provides two major enhancements over EvVAnT:
Firstly, Rupeas is a novel programming language for WSN
analysis and testing, a Domain Specific Language (DSL).
The EvAnT framework merely provides limited API's on
top of a general purpose language, which lacks a focus on
the problem domain of the analysis of WSN logs. Secondly,
Rupeas introduces descriptions for the event types in the trace
to specify format and expected content of each event.

Rupeas is especially designed to allow for an intuitive
formulation of queries on event sets. As a DSL, Rupeas is a
language specifically designed for the given problem domain,
capturing its essence and neglecting any general purpose
aspects. Rupeas is an internal DSL embedded in Ruby. Ruby
as a host allows for elaborate analysis of the processed event
sets and integration into a comprehensive test framework [6].

A Rupeas program features two main sections:

(1) The event description section specifies keys and expec-
tations on values for the each type of event. The individual
events are verified when being loaded from the trace. One
specific feature is to provide periodic value types for events,
which are used for wrapping counters such as sequence
numbers to allow for determining a total order. An abbreviated
description of send events in Rupeas is shown in Figure 1.

(2) The event processing specifies the processing that is
applied to the event set. The DSL is designed to facilitate
transformations and queries of event sets by means of event
set operators using a simple and concise notation. An example
for such processing is the analysis of routing paths. Starting
with a single packet originating at a source node, Rupeas’
fixed point operator allows for iterative merging of send and
receive events. After the fixed point is reached, the merged

(© Matthias Woehrle, Christian Plessl, Lothar Thiele 2009
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rType

( )

constraint sent[:origin] == receive[:origin]
constraint sent[:seqNo] == receive[:segNo]

select sent[:dest] == receive[:nodeid] and sent[:type] ==
merge :type => :route, :nodeid => receive|:nodeid],
end

- A .
:senddone do ( Event Declaration ) Log file

with :name =>:seqNo, :fieldtype=> :periodic, :range => 0..255 type seqNo origin dest node time
with :name =>:origin, :fieldtype => :integer, :range => 0..100,:notification => :error PP ——————
with :name =>:destination, :fieldtype => :integer, :range => 0..100, :notification => :warning senddone 0 50 51 50 6.009921
with :name =>:nodeid,:fieldtype=> :integer, :range => 0..100,:notification => :error Fe e oy a0
with :name =>:time, :fieldtype => :float, :notification => :warning receive 0 72 62 62 6.010889
d receive 0 28 27 27 6.010983
Len _) | senddone 0 72 62 72 6.011057
0 28 27 28 6.011151
. . : 1 i 0 12 13 13 6.011532

routes = routestart.transform(:iterative) do |sent, recelve| (: Event Transformation e

select sent[:nodeid] == receive[:nodeid] and receive[:type] ==
:route and sent[:type] ==
:seqNo => sent|[:seqNo],

) | senddone 0 12 13 12 6.011700
receive 0 37 100 100 6.021597

senddone 0 12 13 12 6.011700
receive 0 37 100 100 6.021597
senddone 0 37 100 37 6.021765
receive 0 76 77 77 6.023131
senddone 0 76 77 76 6.023299
receive 0 31 41 41 6.025161
senddone 0 31 41 31 6.025329
C—eceive 0 60 61 61 6.025801

iroute and sent[:type] == :senddone
:receive

torigin => sent[:origin]

Fig. 1.
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Fig. 2. Visualization of Rupeas results.

send-receive pairs represent all routing paths with detailed
information on the exact paths taken for each origin node and
sequence number.

III. CASE STUDY

As a preliminary example for an analysis of a data gathering
application, we apply Rupeas to data from simulating a
TinyOS 2.x application. We instrument the Collection Tree
Protocol to log sent and received packets and simulate the
system in TOSSIM [2]. The simulation topology is a 70 node
grid (cf. Fig. 2) including two sink nodes (0, 100). The sim-
ulation uses gain and noise models based on USC’s Realistic
Wireless Link Quality Model and Generator !. The log file and
input for Rupeas captures data from a 6 hour run resulting in
over 2 million events.

The analysis features two basic steps: Loading the event
trace using the event description and using the fixed point
processor(cf. Fig. 1). Rupeas allows for filtering routing paths
for final destination, route selection or hop count. The data
can be easily extracted with Ruby into different file formats.
The main results obtained are visualized in Figure 2. It depicts

Ihttp://anrg.usc.edu/www/index.php/Downloads
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Rupeas event description of :senddone events, transformation syntax of fixed point operator and a sample of the according trace.

the yield of individual origin nodes and their associated sink.
The data yield of the simulation is high and the traffic is
routed evenly among the sinks. As an example, Figure 2
displays the links of nine different routing paths actually taken
in the experiment for node 24. The packets are routed via
minimally two and maximally six intermediate hops. 50.4%
of the packets are routed to sink O.

This analysis is only a single example of Rupeas capabil-
ities. Further details on Rupeas are available on the Rupeas
project page?.

IV. SUMMARY

We presented Rupeas, a novel language targeted at ana-
lyzing WSN logs. The DSL provides a high ease-of-use by
capturing the essence of the WSN test domain. Rupeas is
an open-source project trying to facilitate testing and thereby
stimulating testing efforts in the WSN community.
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Abstract — Nowadays, there is a trend to include more and
more functionality in sensors; in this sense, some works about
intelligent sensors have been presented. However, few attentions
have been paid to knowledge based sensors. In this work we
present a knowledge based WSN in order to control a plague in
agriculture. Each sensor of the network has a Fuzzy Rule Based
System, which consists of a knowledge base composed of a set of
IF-THEN fuzzy rules, fuzzyfication and defuzzyfication
interfaces, and an inference engine adapted to the sensor. Before
designing the WSN, a set of experiments was carried out to
measure the performance of the intelligent sensor in different
conditions. The results show that the sensor can execute properly
this kind of knowledge based system, and that it is possible to use
it in a large number of applications.

© Canada-Bago, J., Gadeo-Martos, M., Fernandez-Prieto, J., VVelasco-Perez, J. 2009.

Index Terms — Fuzzy logic, intelligent sensors, knowledge
based system.

I. INTRODUCTION

Intelligent sensors, in which artificial intelligence plays a
key role, have been studied in recent years, for instance,
Deckneuvel[1] and Shan[2]. There are a few types of artificial
intelligence systems that can be used in sensors, such as neural
network, fuzzy logic and a hybrid neuro-fuzzy system.
Although some studies have presented sensors that use fuzzy
logic such as Benoit et al. [3], few attentions have been paid to
knowledge based sensors. In this work, a complete Fuzzy
Rule Base System (FRBS) (figure 1), adapted to a 32 bit
sensor, has been designed. The FRBS is composed of a
knowledge base (linguistic fuzzy variables and rules),
interfaces, and an inference engine. Besides, some tests have
been carried out in order to measure its performance. Finally,
a WSN application of intelligent sensor with FRBS is

presented.
< >
Knowledge
Base

Inference
Engine

Fuzzyfication |—p
Interface

—p| Defuzzyfication
Interface

Fig. 1. Inner structure of Fuzzy Rule Based System
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Il. INTELLIGENT SENSOR PERFORMANCE

In order to verify the performance of the sensor, some tests
have been carried out with a knowledge base in which the
number of rules (figure 2) and the number of antecedents of
the rules (figure 3) are modified. Figure 2 shows the number
of inferences per second versus the number of rules in the
knowledge base.

2500

2000 A\
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500 ‘\\‘\\'\—0\,\.

0 2 4 6 8 10 12 14 16

Rules / Knowledge Base

Inferences / sec

Fig. 2. Inferences/second vs. number of rules in the knowledge base
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Fig. 3. Inferences/second vs. the number of antecedents in the rules

As can be observed, the intelligent sensor executes 223
inferences per second (in a knowledge base with 15 rules), so
the sensor reaction time is 4.4 ms, which is sufficient for a
large number of applications.

1. APPLICATION

A control system of plagues in the culture of the olive tree is
shown as application of the knowledge based WSN. The
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development of the olive tree fly is strongly related to the
conditions of temperature and humidity of the environment.

Fig. 4. The knowledge base WSN. Environment: land of olives

A knowledge based WSN, in which every sensor uses these
variables as input and generates an alert status, is proposed to
control the plague. If the alert status, which shows the risk of
the plague appearance, surpasses a threshold level (i.e. 0.75),
the suitability of insecticide treatments applications should be
evaluated. The knowledge base, which governs the behaviour
of the fuzzy system, is composed of inputs and output fuzzy
variables, membership functions (figure 5), and the rule base
(table 1).

1 VL L M B VB
0.5

0

0 10 20 30 40

Temperature (°C)

1 VL L M B VB
0.5

0

0 25 50 75 100

Humidity (%)

e L M B VB
0.5

0

0 0,25 0,5 0,75 1

Alert status

Fig. 5. Membership functions of the inputs and output variables fuzzy sets
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TABLE |
BASE OF RULES USED IN THE CONTROL OF THE OLIVE TREE FLY
Alert Temperature

VL | L M B | VB
VL [ VL | VL | L M | VL
o L |VvL| L | M| M |VL

Humidity M|VL|M]|B|[B|L

B VL B VB B L

VB | VL B VB | VB L

Figure 6 shows the input-output control surface which relates
the values of the temperature and the humidity with the alert
status.

Alert status
2

o s
Temperature (°C)

Fig. 6. Input — output control surface

IV. CONCLUSION

The paper presents an effective approach, a knowledge
based WSN, in order to control a plague in agriculture. The
tests have demonstrated the effectiveness of the Sun SPOT to
support a knowledge based system and its use in a large
number of applications.
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Abstract—Energy efficiency is an elementary requirement for
battery-operated wireless sensor networks, which concerns not
only the device hardware and communication protocols, but also
the device applications. This paper introduces a new gradient-
based integral sampling approach that reaches an equal sampling
quality with less messages and wake-ups.

Index Terms—Wireless sensor networks, adaptive sampling,
networked control, building automation.

I. INTRODUCTION

Building automation is often envisioned as future mass
market for wireless sensor networks [1] due to its opportune
requirements of large networks with up to thousands of devices
performing heterogeneous, decentralized tasks. WSN are also
attractive for building automation primarily due to their easy
installation without wiring. However, building automation is a
conservative automation domain with high demands on WSNss.
So, the networks have to work reliable for 10 to 30 years
with a warranty given by the system integrators. The requested
battery lifetime starts at 5 years [1]. Additionally, the real-time
requirements are down to 100 milliseconds with a reliable
message transmission. The common approaches to achieve
the trade-off between real-time and energy efficiency focus
on hardware [2] , operating systems [3] and protocols [4].

Whichever hardware or protocol are used, the device ap-
plication defines the practical energy consume in the end.
Adaptive sampling approaches like send-on-delta and integral
sampling [5], [6] transmit messages only when their content
has changed significantly and, thus, save transmission energy.
They therefore sample the signal periodically with time 7" and
decide for each sample, if it is transmitted. This makes them
easy to implement without communication or control over-
head. However, the device still has to wake-up for sampling
that also requires energy. This drawback is intended to be
remedied by the new sampling approach introduced in this
poster, which uses the signal gradient to estimate wake-ups.

II. GRADIENT-BASED INTEGRAL SAMPLING

The limiting factor in the energy consumption of send-
on-delta and integral sampling [5], [6] are the necessary
periodic wake-ups for sampling. The sampling times are
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thank the Humboldt-Foundation and the BMBF for their support, e-mail:
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usually limited by the Nyquist-Shannon theorem and have to
be set correspondingly to the worst-case signal frequency. For
example, the temperature control cycle examined in Sec. III
requires a periodic sampling every 10s. Then, the energy
consumption for wake-ups ey is twice as large than for
message transmission egq in case of send-on-delta sampling
(SoD), where a sample is only send if it changed more than
a limit § since the last transmitted value.

The idea of gradient-based integral sampling is to use the
actual gradient in the signal to estimate the next sampling
time and optimize the number of wake-ups. Assuming, the
temperature raised 0.15°C since the last sample 15s ago,
then it will estimably require only 10s next time to reach
a delta of 9 = 0.1 °C. Thus, the time of the next sampling can
be estimated by the linear extrapolation of the gradient. The
absolute gradient m of the signal since the last sample (i — 1)
is estimated at the sampling event ¢ with time ¢; by

yi —yial _ Ay(i)
ti —ti1 T,
The integral absolute error of sampling F; in the sensor since
the last transmitted message at event k < ¢ is estimated by

" y; — il
EL:ZkJTTj. ()
=

Integral sampling limits this error and sends a message when-
ever it rises above a parameter E; > d;. Now, the time for
this event should be estimated as next sample time T;4q. If
the signal is extrapolated linearly with gradient m the error E
will estimably change during this time to

i +miT;
(v 2+1) ykl Ty, 3)

(D

m; =

Eip1=E; +

The next sampling interval 7;,; should be chosen in that
way, that 1/S of the limit 07 is reached, i.e. the equation
E;+1 = 61/S is met. Solving the quadratic equation above
leads to

X — Yk Yi — yk 201 2E;
i+1“_ | \/| | - NG

The equation permits to estimate the time of the next
sampling and message creation with a stepping factor S = 1.
This saves unnecessary wake-ups, when new messages are
unlikely and permits if necessary a minimum sampling interval
even below the fixed 7" used by the other approaches.

Different cases can occur on device wake-up after the esti-
mated sampling interval. In the best case, the signal changed as
estimated and F; approached J; within a tolerance value ¢. If
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the signal changed less than expected, the device can estimate
a new sampling interval and enter sleep mode again. The
condition of transmitting a value, which is evaluated at each
wake-up, is:

((Ei+1 > (178)51) A (tiftk- > TL>) \Y (tiftk > TU). 5

with the parameters 71, and 7Ty to limit the minimum and
maximum message interval.

If the signal changes significantly more than expected, it
will be undersampled. To prevent this, it is necessary to wake
up the device within the sampling interval to correct the
gradient and the sampling interval if necessary. For this aim,
the stepping factor S was introduced above. With a maximum
stepping factor Siax = 2, the device will wake up one time
within the sampling interval. At this inter-sampling the next
wake-up time is computed with a smaller stepping factor S—1,
to prevent the endless bisection of the sampling interval. Each
step, .S is computed relative to the percentage of F; within d;
from the starting stepping factor Spax to

S = min(SmaxamaX(l? |_(1 - Ei/él) (Smax + I)J )) (6)

Smax 18 incremented by 1 in the equation to avoid further
bisection if the next sample was nearly missed. This means,
that if F; reaches 48 % of J1 at the inter-sampling step, the
stepping factor S is computed to 1 with Sy, = 2, meaning
that the next sampling interval is estimated directly and not
bisected again.

To avoid infinite sampling intervals in case of slow signal
changes, a mandatorily max-sleep-time Ty is defined, which
wake-ups the device, but sends a message only after condition
(5) is evaluated true. The max-send-time Ty in (5) defines
a so-called heartbeat that wakes the device up and transmits
a message even without value changes, so that the receiver
is aware of its proper function. A min-send-time is useful
to define a minimum sampling interval for gradient-based
sampling. Assuming that 71, < Tw < Ty is fulfilled, the
limited sampling time can finally estimated from (4) to

Tiv1 = min(Tw, mazx(Ty, T* (i + 1))). @)

III. RESULTS

A realistic simulation model of a single room in Mat-
lab/Simulink is used to evaluate the new sampling approach.
It simulates a highly automated room over one year with
a temperature control including many realistic disturbances
like weather, the heat load of the sun and people, set point
changes, etc. The energy consumption for wake-ups ey and
transmissions egq at the sensor is estimated with the energy
model of a Telos rev B node presented in [3]. Also, the
number of wake-ups Ny and sent messages Ngq is counted.
Transmission delays or message losses in the network are not
considered to focused on the gradient sampling. They will be
topic of further publications.

This scenario offers also a realistic feedback about the sam-
pling quality. Large sampling times 7" create approximation er-
rors and alias frequencies in the control cycles that drastically
reduce the control loop performance (quality-of-control). It is
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T, Tw 0| Nwk Ngg |IAEc O Ts|ewk esd
Peri 10 0[3.2e% 32| 5.7E° 7% 819 29 716
SoD 10 005|325 6.1E*| 7.3 8% 997| 29 14
Int 10 0.05|3.2e% 1.68°5| 598> 8% 920 29 36
Grad 10 005|325 1.68®| 59° 8% 961| 29 37
Peri 120 0[2.6E®> 2.6E°| 7.28° 15% 1497 2 60
SoD 120 0.05|2.68° 4g*| 89E® 15% 1747 2 9
Int 120 0.05 | 2.6e° 5.8 | 8.7E® 15% 1732 2 13
Grad 120 0.05 | 3.38% 6.3 | 7.88° 10% 1410 3 14
Peri 300 0[1.1e® 1.1E°| 1.68® 32% 3125 1 24
SoD 300 0.05|1.1® 3.8e*| 1.88® 32% 3124 1 9
Int 300 0.05|1.1® 4.3e*| 1.7e® 32% 3096 1 10
Grad 300 0.05|1.98® 4.6e*| 1.28% 17% 1787 2 11

TABLE I

RESULTS OF THE SAMPLING FOR A TEMPERATUREiCONTROL CYCLE
(IT2] =s: [3] =°C; [Na] = N [IAE] =°Cs: [0] =%: [e.] =As:)

expressed as common [6] by the mean overshoot O, the mean
settling time Ts and the integral absolute error of control

IAEC = [ u(®) - (o) de

where w(t) is the set point value and yy, is the latest transmit-
ted sample value.

The results of the comparison are shown in Tab. I for
different parameterizations and sampling algorithms. Send-
on-delta (SoD) and integral sampling (Int) save already a
lot of energy in comparison to periodic sampling (Peri) by
not sending unnecessary messages. Gradient-based sampling
(Grad) seems to have a comparable energy consumption on the
first look, because the max-sleep-time Tyy was set equal to the
sample time 7' to keep the parameterizations comparable. In
result, the device wake-ups even more often.

However, the benefit of gradient-based sampling is the
improved quality-of-control with a lower IAF ¢, mean over-
shoot O and settling time Ts. The device is able to reduce the
sampling interval in dynamic situations to limit the sampling
error especially for large sampling times 7' and max-sleep-
times Tyy. Hence, the energy saving rises from the fact that a
higher Ty can be used to provide the same quality-of-control
and with Ty = 120s the device requires only 15 % of the
energy of an integral sampling with 7' = 10s and 2.3 % of a
periodic sampling.

®)
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Abstract— This paper introduces an energy-efficient Rate transmissiorenergy costTo the best of our knowledge, RA-
Adaptive MAC (RA-MAC) protocol for long-lived Wireless Sen-  MAC is thefirst rate-adaptive Media Access Control protocol

sor Networks (WSN). Previous research shows that the dynamic ¢, \wSN with the purpose of minimizing network energy
and lossy nature of wireless communication is one of the major consumption

challenges to reliable data delivery in a WSN. RA-MAC achieves
high link reliability in such situations by dynamically trading off
radio bit rate for signal processing gain. This extra gain reduces Il. RATE SELECTION MODEL

the packet loss rate which results in lower energy expenditure ’

by reducing the number of retransmissions. RA-MAC selects the  To reduce radio energy consumption, previous research
optimal data rate based on channel conditions with the aim of ¢nows that it is very important for the radio transceiver ¢ b

minimizing energy consumption. We have implemented RA-MAC in sl mod much ible. To wak r iver from
in TinyOS on an off-the-shelf sensor platform (TinyNode), and sleep mode as much as possibie. 10 Wake a receiver Iro

evaluated its performance by comparing RA-MAC with state-of- Sleep mode, a sender sends a special signal (called a “tone”)

the-art WSN MAC protocol (SCP-MAC) by experiments. before transmitting a data packet. For a given link conditio
expressed by Receiver Signal Strength Indicator (RSSH, an
a data bit rate ), the energy consumption to successfully

I. INTRODUCTION transmit a data packet is

Previous research shows that the dynamic and lossy nature P (t, + %) +nPr(t, + %) +o
of wireless communication is one of the major challenges to PRR(RSSI,R)
reliable data delivery in Wireless Sensor Networks (WSN). ) o S
The traditional WSN approach is to use sophisticated Medid'€r€%o is the tone transmission duratiofi,is packet frame

Access Control (MAC) and routing protocols to compensafi?€ in bits, and: the number of neighbors that overhear the
for poor link quality by using acknowledgments and rePacket, P, and P, are the power consumption for transmit-

transmissions. However, these introduce extra trafficeimge N9 @nd receiving respectively: is the energy consumed to
energy consumption, and increase the size and complexity¥tke UP the radio chip and to listen on the channel before
the node’s software. transmitting. PRR(RSSI, R) is the percentage of packets
There has been much less work focused on addressm t can be successfully received at the receiver for a given
the underlying link quality. Well known approaches include/*> 51 and i. The Inverse proportion OPRE(RSSI, R) is
adding relay nodes, using higher transmit power, applyiljiBe number of retransmissions required to successfuliyatel

frequency/antenna diversity or spread spectrum modulatit packet. . . ~ . . i .
techniques. All have difficulties or cost implications. The optimal it rater, given the link condition?5'S7, is

Coding and data bit rate are one of the remaining degretgg one that minimizes the energy consumption

E(RSSI,R) = 1)

of freedom in this problem. With suitable coding we could ﬁ(RSSI) — argmin E(RSSI, R) )
for example halve the data bit rate and achiéveBm of R

extra signal processing gain. The resulting increasedabign

to Noise Ratio (SNR) can move us from the lossy link zones |lIl. RATE ADAPTIVE MAC (RA-MAC) A LGORITHM

to the good reception zones allowing error free transmissio

without thg ner fprlmult|p|e r;atransmssmni. to select the optimal data rates, the sender should monitor
Convent'lona Wire ess.Lc.)ca Area Networks (WLAN) US@panne| characteristics, which inclu@s'ST and the function
rate adaptive MAC to optimise throughput, rather than dvere}?RR(RSSI R), continuously. Our proposed RA-MAC is

. designed to adapt transmission data rates to the channel
©Quanjun Chen, Wen Hu and Peter Corke, 2009.

Most of the work was done while Quanjun chen was an intern itRCS charac'Feri_stics dynamically fOI_’ the purpose of minimizing
ICT Center, Australia. transmission energy consumption.

The analytical results in Section Il show that, in order
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When a sender sends a data packet, it first checks tsender [T [RPre] Data | L ¢
delivery status of the last data transmission, which wasstra
mitted at bit rateR;,;. If the last packet was unsuccessful Receiver [L] Ack[RSSI[PRR t

the node decreases the bit rate level by 1 and transmits the
data packet. Otherwise, the sengeedictsthe RSSI of the Fig. 1. The basic operations of RA-MAC. L: Polling. T: Tone. Rata rate.
current packet transmission based on the moving average’ &f Preample. Data: data frame. Ack: Acknowledgment bytes.
recent RSSI samples, which have been piggybacked on the
previous ACK packets. The sender then uses the predicted
RSSI and the learne®RR(RSSI, R) to select the current
transmission bit rat& according to Eq. (2). Finally, the sender
looks up the number of consecutive packets for which it has
used the currenR? to transmit. If the number is larger than

a certain threshold, the sender increases the cuikeby 1

and transmits the packet. Otherwise, the sender transhats t
packet at the currengk.

To adapt to changing channel condition more quickly,
once the channel condition becomes bad (i.e., the last packe . .
transmission fails), the sender decreases the data tregismi 10pm 11pm 12am lam zam 3am dam Sam 6am 7am Sam
rate R aggressively. Conversely as the channel improves (i.e., e
multiple successful recent packet transmissions), thelesen () RA-MAC vs. SCP-MAC with fixed bit rates
increases the data transmission r&tén order to explore the
performance functionRRR(RSSI, R)) at a higher bit rate.

The receiver collects curre®SSI and bit rate R after
each received data packet. After the CRC verification pro-
cess, the receiver updates the statistical performanagidnn
(PRR(RSSI, R)). If the packet is correctly received, the
receiver sends an ACK packet which piggybacks ih&S1
and the learned performanc®RR(RSSI, R)) so that the
sender can collect these performance values to guide itssfut
packet transmissions.
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IV. IMPLEMENTATION AND EVALUATION time

We implemented RA-MAC in TinyOS on the TinyNode (b) RA-MAC vs. ARF
platform [1], which uses the XE1205 radio transceiver (froraig. 2.  Normalized (against RA-MAC) energy consumption pareieed
Semtech). This radio is highly programmable, and its platsicpacket vs. time
data rates can be adjusted from 9.6kbps to 76kbps. By lower-
ing transmission data rates, we can increase the transseive _ . . :
sensitivity (processing gain) and extend transmissiogean comparison, we normalize the energy consumption of differe
Fig. 1 shows the basic operations of RA-MAC in one dut§tra_teg|es with respect to RA-MAC. .
cycle. Synchronized nodes poll the channel periodically. A Fig. 2(a) shows that RA-MAC reduces energy consumption

sender firstly transmits a short tone to wake up a receiv%'pn'f'camly compared to SCP-MAC. For example, RA-MAC

before sending a one-byte data rate indicator to the raceiv%nly consumes around 50% of the energy of SCP-MAC with

Both tone signal and data rate indicator are transmitted vgrious fixed bit rates, between 3am-4am. We also compared

the base bit rate (i.e., 9.6 kbps). Now that the receiver %A'MAC to AUK.) Rate .Fallbac;k (ARF), a popular used
ready to receive at the specified data rate (i.e., 9.6, 20, AN rate adaptlvg aIgpnthm. Fig. 2(b) shows that RA-MAC
or 76kbps), the sender transmits the preamble and the dgﬁperforms ARF significantly.

frame to the receiver at the specified data rate. Finally, the V. CONCLUSION

receiver transmits an ACK, together with RSSI aR& R, to_ _We have introduced RA-MAC, which employs an adaptive
the sender at the same data rate. To handle the clock drifts_in : :
roach to select the optimal data rates based on estimated

the nodes, a synchronization packet is sent out every mmnﬁtr%f conditions to reduce network energy consumption. Our

at the base transmission rate. . .
We ran the experiments on antdoor wireless linkwithout  Outdoor experiment evaluation showed that RA-MAC out-

line of sight, the distance between two nodes is approxipatd€rformed both WSN (SCP-MAC) and WLAN (ARF) MAC
30 meters) for multiple periods of 10 hours. We compare tfagnificantly.

performance of RA-MAC to that of SCP-MAC with fixed REFERENCES

bit rates. The evaluation metric Energy consumption per (1} y. pubois-Ferére, L. Fabre, R. Meier, and P. Metrailler. Tinynode:
received packetwhich is total energy consumption divided a comprehensive platform for wireless sensor network agiidios. In
by the number of packets received successfully. For ease of Proceedings of IPS\bages 358-365, New York, NY, USA, 2006. ACM.
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I. INTRODUCTION

THE development of increasingly complex algorithms for
sensor networks has made it difficult for researchers to
implement their design on typical sensor network hardware
with limited computing resources. The demands on
hardware can also mean that small microcontrollers are not
the ideal platform for testing computationally and/or
memory intensive algorithms. Researchers would also like
access to high level programming languages and a wider
range of open source libraries.

To address this problem we have designed and implemented
an architecture, Gumsense [2] which combines a low power
micro-controller (8MHz MSP430) with a powerful
processor (100-600MHz ARM) on a Gumstix board [1]
running Linux. This Open Embedded OS supports a wide
variety of programming languages, package management
and development tools. A similar hybrid approach was also
used in the LEAP platform [3]. The microcontroller wakes
up frequently to manage tasks such as activating sensors and
gathering data. The intended use-case is to power-up the
ARM board and storage only during the brief periods it is
needed, for example performing computation or
communication.

Fig. 1 shows the basic architecture of the platform with 1°C
being used to communicate between the MSP430 and ARM
platforms.  The Gumsense board provides adjustable
instrumentation amplifiers to allow the connection of a wide
range of sensors as well as a USB port for additional
connectivity.

Communication Serial 10

interfaces

ARM Processor (Gumstix)
Digital 10

=2
=
s

Analogue Inputs

MSP430 (Gumsense)
Digital 10

Fig. 1. Gumsense architecture

Il. HARDWARE DESIGN

The Gumstix does not have a suitably low power sleep
mode so when it is not in use it is completely powered
down, unlike the use of a sleep state used by LEAP[3]
meaning that energy cost of sleeping is down to the
MSP430 and some support circuitry. The Gumsense board
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comprises power control, 1/0 pins and the microcontroller
with its analogue and digital 1/0. The MSP430 is
responsible for sensor reading, setting the next wakeup and
controlling power rails according to the schedule set by the
Gumstix. The MSP has 60k of flash memory which is used
as a ring buffer for sensor values, which are then fetched by
the Gumstix when it next wakes.

The design is shown in Fig. 2. In the top view of the 104mm
wide PCB the Gumstix is visible in the upper half,
surrounded by headers which make 1/0O and controlled
power available for sensors and a radio. The underneath
shows the potentiometers for gain settings, MSP430 and
backup battery.

{ e “}

= 3 5 ® L 1”4 3 =
Fig. 2. PCB showing Gumstix (darker pch on top picture)

and underside view (lower).

I1l. POWER CONSUMPTION

Typical sensor nodes will employ a periodic sleep-resume
cycle in order to prolong node lifetime. These nodes have
three different power levels as shown in Table 1, the
majority of the time the node will be in state 0, with sensor
readings being taken in state 1. State 2 will only be used for
short periods in which communication or high powered
computation is being performed.

Table 1 Power draw of a node in different states

ID | State Power
(mW)

0 | Sleep 0.00720

1 | MSP Active (Gumstix off) 52.4

2 | MSP & Gumstix powered 900

As an example if the board is used to take 4
measurements (each taking 10 seconds) an hour, and then
wakeup the ARM board for 2 minutes a day for processing
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as well as performing 15s of communication a day then with
a 12volt 2AH battery the predicted lifetime is in excess of a
year. This estimate shows that although the Gumstix energy
use is a large part of the overall budget, real system
deployments are possible.

IV. PROGRAMMING

In order to make the system easy to control by Linux
programmers the interchange of schedule and data has been
made as simple as possible. The MSP430 maintains a list of
recurring jobs with a set of analogue inputs, set of power
rails to manage and sampling interval. The Gumsense also
provides an adjustable delay time between the powering on
of sensors and taking the readings to allow voltages to
settle.

Communication between the Gumstix and Gumsense
modules is achieved using nine registers on the 1°C bus
with sensor readings being provided in 32byte blocks.
Functions to manage this communication are provided as a
kernel module for Gumstix with additional bindings to
allow access from scripting languages.

V. POSSIBLE DEPLOYMENT SCENARIOS

There are three different deployment scenarios for which
this platform is suited. The first as a gateway node for other
sensors; secondly as a mesh of cluster heads to form a two-
tiered network; finally as a complete network of
homogeneous sensors. In the first scenario the gumsense
platform can be equipped with an interface to allow
communication with the sensors, the node could then
perform any calculations required and forward the data on.
In the second scenario the sensors can provide in network
processing before transmitting the data to researchers, the
amount of storage available on the platform would also
allow data to be backed up over multiple nodes. Finally if
the entire network consists of Gumsense boards then it can
provide a useful test bed for algorithms, as powerful
debugging environments can be run on the individual nodes
if required.

A complete test of the system was carried out in Iceland
in the summer of 2008 (see Fig. 3) when a system was used
as the gateway for subglacial probes [5]. This included
control of a dGPS and used a GSM/GPRS unit for
communications home. The improved sleep power meant
the system could run through the winter easily and batteries
were seen to remain full thanks for solar/wind charging. It
has been running since August 2008.

VI. CONCLUSION AND FUTURE WORK

The design provides a powerful processor (100-600MHz)
with 64-128MB of memory (additional storage can be added
in the form of SD or compact flash cards if required) while
allowing for real deployments where the data sampling is
generally handled by a low power microcontroller. A test
deployment within the department will be used to develop
this concept as a prototyping platform for researchers. These
can use WiFi cards for convenient configuration and easy
updating as well as a low power radio for research.

At the moment the MSP430 runs a custom operating
system, however this could be changed to tinyOS2[6] or
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Contiki[7]. If done in a manner adhering to the 1°C protocol
currently in use then this change would be transparent to the
higher levels.

This platform overcomes a number of limitations of
existing low power sensor networks by combing very low
sleep power consumption (approx 72pW) with sufficient
computational capability to support, for example, complex
sensor  network  behaviour algorithms, asymmetric
cryptography and autonomous experimentation algorithms.

Fig. 3 deployment on the Skalafellsjokul glacier in
Iceland
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Abstract— Long-term data gathering with Wireless Sensor
Networks (WSNs) requires drastic optimization of power con-
sumption to provide a long system lifetime, especially for battery
operated motes. In this work, we discuss Harvester, a low power
data collection application that leverages recent advancements
over the standard MAC and network layer components pro-
vided by the TinyOS-2.x operating system. More specifically
we contribute an energy saving strategy based on a per-hop
synchronization mechanism on the MAC layer. Our open-source
implementation achieves over 70% energy savings over the
standard LPL layer currently provided by TinyOS.

I. INTRODUCTION

WSN systems are networks of embedded systems, where
each mote has severe resource limitations e.g. memory or
energy. Ample energy resources necessitate a focus on low
power consumption operation. Especially for data-gathering
applications requiring long-term operation, it is not feasible to
periodically change the batteries. Instead, the protocols used
for collecting data over multiple hops need to be optimized.

TinyOS provides MAC and network layer components
to create multi-hop data gathering applications: Low-power
listening (LPL) and the Collection Tree Protocol (CTP) [3]
are readily available and commonly used. While the TinyOS
developers are steadily improving this combination forming a
low-power data gathering stack, it is still inferior over custom
solutions with respect to power consumption [1], [4]. We
present the protocol stack of Harvester, a low-power data gath-
ering application developed over the last 2 years as contributed
project to TinyOS'. Utilizing time synchronization, our radio
stack saves considerable amounts of energy compared to the
standard LPL+CTP combination on the order of 70%.

In the following, we present Harvester and especially the
synchronization enhancements made on the LPL layer. We
present a case study based on a data collection application
underlining the substantial savings in energy savings.

II. SYNCHRONIZED LOW POWER LISTENING

Low power MAC protocols for WSNs duty cycle the
radio as it is the main power consumer of the sensor node.
LPL, introduced in BMAC [6], is a random access MAC
protocol, where nodes wake-up independently and have no

Thttp://tinyos.cvs.sourceforge.net/ in /tinyos-2.x-contrib/ethz/snpk/

coordination for message exchange. Using LPL, a node signals
the transmissions of a packet by sending a preamble. Its
neighbors periodically sample the channel, listening for pream-
bles. WiseMAC [2] is a particular LPL scheme, which tracks
wake-up phase offset between the neighbors. Hence, a sender
can adapt its wake-up time to send a preamble just before
the destined neighbor wakes up, considerably saving energy
and bandwidth. In packet-based radios such as the CC2420
used on the Tmote Sky, long preambles can be generated by
transmitting the actual packet in succession [5].

In order to achieve a lower energy footprint, we added
per hop synchronization to the default TinyOS CC2420 radio
stack. We used local synchronization (similar to WiseMAC)
and adapted it to packet-based radios. Differing from global,
local synchronization is independent of network size.

The set of modifications introduced in the LPL protocol
are the following: (1) We changed of the power cycling to a
predictable wake-up schedule, (2) added the ability to send
packets exactly at a given time with 32 kHz clock granularity,
(3) added time information to each packet sent, in order to
share wake-up times and clock skews with neighboring nodes
and (4) added a robust wake-up prediction for neighboring
nodes utilizing drift estimation techniques.

A. Short vs. Long Preambles

Every sent packet is extended by time information about the
wake-up schedule of the sender node including the offset since
the last wake-up and the sleep interval. Initially, packets are
sent with a ”long preamble” (cf. Fig. 1), e. g. as a packet burst.
Every node gradually builds up a table of time information
about its neighborhood. Using the augmented neighborhood
table and timed packet transmission, it is possible to exactly
schedule packets without long preambles. Packets which can-
not be sent due to channel occupation are sent in a later period.

Short packets can only be used for unicast traffic, broadcast
messages still occupy a whole period.

B. Wake-up prediction

Consecutive time information of a node allows to calcu-
late its drift by comparing the measured wake-up intervals
against the claimed interval. In order to get accurate drift
measurements by using the limited measurement resolution of
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lDatapacket with time information AListen
Fig. 1. All messages contain information about the senders wake-up offset.

As long as there is no information about the wake-up offset of a neighbor,
long preambles are used (1). Gradually, the offsets of frequent communication
partners are known and a long preamble can be omitted (2).

the 32 kHz clock, a history of several measurement points is
stored. From this information, we calculate the average drift.
The longer the history, the more accurately the drift to every
neighbor can be computed. Hence, a node can longer sustain
local synchronization without message exchange.

C. Timed Packet Transmission

Switching the CC2420 hardware on and off as well as
sending a packet consists of a sequence of actions, which have
non-deterministic execution times. Additionally, there could
also be tasks interfering. Hence we introduce an upper time
bound for the whole sequence. Within this window, the radio
is turned on, and the packet is loaded into the FIFO buffer.
Once the FIFO is loaded, a very short command sequence,
triggered by a timer, starts the actual transmission.

D. Tuning for Collection Protocols

We add two features that provide additional performance
when used with a collection protocol. Collection protocols in
wireless sensor networks generally only generate transmissions
towards the sink. This leads to parent nodes being well
informed about wake-up times and drift of their children, but
not vice-versa. We add a resynchronization flag to the packet
header to cope with this asymmetry. If time information be-
comes inaccurate, a node can request a synchronization update.
A node replies with a packet containing time information.

Secondly, in very low duty cycle networks, throughput can
be reasonably increased by transmitting several data packets
in one wake-up interval. In order to make this possible,
the receiver node has to stay awake after packet reception.
We introduced another header flag called “More-Flag” to
support this feature. In conjunction with CTP, this requires
an enhancement to the forwarding engine.

III. COMPARISON

As Harvester uses CTP for data gathering, we used this
protocol to compare our synchronized LPL with the existing
MAC. CTP creates a routing tree based on estimated numbers
of transmissions (ETX) to the sink. Link quality estimation
based on sequence numbers of control packets and data ac-
knowledgement render CTP platform independent. The Trickle
algorithm allows for adapting the amount of control traffic to
the fluctuations in network connectivity. CTP achieves more
than 97% reliability[3] with a non-duty cycled MAC.
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The following test runs were all made on a 25 node Tmote
office building testbed. We introduced a patch to the original
CTP to allow low power listening. We compared the TinyOS
CTP/LPL combination against CTP with our synchronized
MAC protocol. In both cases, the sink node does not duty-
cycle the radio. The nodes run for ten minutes without data
collection for initialization. Subsequently, nodes generate and
send data packets with a rate of 1 packet per 20 seconds
for a period of 30 minutes. We measured the effective radio
duty cycle on every node. Fig. 2 displays boxplots for the
individual measured duty-cycles. Our tests show that both
protocols achieve comparable data yield (97.20% - 99.78%)
but the synchronized LPL is superior as it achieves energy
savings of 71.6% to 75.6%.

The essence of this work is very similar to the local syn-
chronization mechanisms proposed in recent related work [1],
[4]. However the solutions provided here are (i) more general
in their applicability to a wide family of TinyOS-2.x based ap-
plications than custom solutions [1] and (ii) freely available as
open-source. Further information and source code is provided
in the contributed TinyOS project.

CTP/Sync.LPL

1

duty cycle %
=
o

20r ' CTPILPL

=
= =

[1]2 ]
250ms 500ms 1000 ms 250 ms 500 ms 1000 ms
sleep interval [ms]

o

Fig. 2. Boxplot of effectively measured duty cycle. The values are measured
over all 24 non-sink nodes with different sleep periods.
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Abstract—One can imagine a lot of realistic scenarios, such as
home or factory automation, where a wide variety of sensors and
actuators form a wireless network in order to perform various
tasks. There is still a lot of work to be done to ensure scalable
and reliable functionality of such a heterogeneous network. We
present a MAC layer algorithm that ensures end-to-end latency
requirements while minimizing maintenance. We demonstrate
that our algorithm scales down the duty cycles along constrained
paths in such a way that nodes with more capabilities take
on more responsibility in meeting the end-to-end application
constraints.

I. INTRODUCTION

In recent studies [1][2] a lot of interest has been shown in
the development of a communication stack or, more generally,
a service platform to run applications on heterogeneous sensor
networks. Not only do the nodes in such a network have
highly variable power constraints (some may even be mains-
powered), the network should be able to support applications
with strong demands in terms of end-to-end latency and reli-
ability. Moreover, not only sensor-to-sink traffic is important,
we also have to consider point-to-point traffic patterns within
the network.

Even though we have to manage additional constraints, such
a network also offers opportunities: it can mitigate the power
limitations of some nodes by giving extra responsibility to
more powerful nodes. In this work we demonstrate this prin-
ciple for the MAC layer.

In related work, [3] describes how to adapt the duty cycle
of self-recharging nodes based on remaining battery capacity.
Paper [4] proposes an algorithm to control the sensing and
sending rate based on the power budget of a node. These
approaches however focus only on energy-aware behavior and
not on application level QoS constraints.

II. MAC PROPERTIES

We want the nodes to be able to differentiate their duty cycle
individually, since the network is heterogeneous. The nodes
should also be able to adapt to variable traffic load and network
conditions. For these reasons, we prefer an asynchronous MAC
layer such as X-MAC [5], in order to avoid resynchronization
whenever there are changes in the network.

In X-MAC nodes periodically wake up for a short time denoted

© J. Borms, K. Steenhaut, B. Lemmens, W. Colitti, 2009
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A has data for B

A o—® oo )
B

-¥aH ack data
- -0
twake ts/eep
Fig. 1. X-MAC communication scheme

twake and sleep in between for a period denoted tseep. As
depicted in fig. 1, nodes communicate only when there is data
to be sent. When a node A wants to send data to B, it starts
sending out polls to B, denoted B?. When B wakes up, it
hears a poll message and acknowledges it. Having received
an acknowledgment, A can now send its data.

In the following we motivate our choice of 4., for each
node in the network, ¢,,.ke 18 fixed.

III. ALGORITHM

Looking at fig. 1 we observe the following: if the sleep
time of B increases, A will spend more energy sending data
to B since it will have to poll longer on average. However,
if B sleeps more, B itself will spend less energy. In the
original paper that introduces X-MAC, Buettner et al. present
an algorithm to scale the sleeping period of X-MAC depending
on the amount of traffic. They consider three costs to each mes-
sage transmission: the energy consumption of the receiver, the
energy consumption of the sender and latency. In our study, we
modified this algorithm to take into account the heterogeneity
of the network. In a first step, energy consumption of the nodes
is optimized. Next, end-to-end latency along along a path is
monitored and the duty cycles of nodes along that path are
tuned to fit the end-to-end constraints.

A. Optimal sleep time

If we define a power P,,,, for each node which represents
a target for its maximum average power consumption (for
example, based on desired lifetime and battery capacity) we
calculate the the optimal sleep time for a node j as follows:

Pyake,j
twake * ( J)

Pwtaz,j

Pij . Puake.i
2 Praz,i

- twake (1)

2.

sleep,j — n (
i=1
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Fig. 2.  heterogeneous network with optimal sleep times shown, without
end-to-end latency constraints

where j has n neighbors and p; ; is the measured message rate
from neighbor i to node j (# messages per second). Py,qke,j 1S
power consumed by node j when the radio is on. Formula
(1) allows that each node computes its optimal sleep time
with minimal overhead; maintaining a traffic history table
and communicating Pyqke/ Pmas to all neighbors. Practically,
we also set an upper limit to tgeep to avoid bad network
responsiveness after a long period of relative silence (from
(1) would follow that as p — 0, t5eep — 00).

If nodes periodically adjust their sleep times according to
formula (1) sender and receiver energy will be traded off,
while nodes are forced to contribute proportionally to their
energy budget. This is depicted in fig. 2 where nodes with
less capabilities are represented in darker color. Node A and
C have the same capabilities, but as C has to forward more
traffic, its optimal sleep time is lower.

B. Latency constraints

We observe that the one-hop latency in X-MAC is domi-
nated by the sleep time of the receiving node. When transmit-
ting over multiple hops the worst-case latency will be the sum
of all worst-case one-hop latencies. If there are no queuing
delays and packets are short, it is reasonable to assume the
sum of all sleep cycles (multiplied by a worst-case estimate
on transmissions per hop ny,) of all receivers on a path will
be a good estimate of worst-case latency.

latency(path) < Z (tsleep,j + twak:e) * N, (2)
Jj € path

This means that if a latency restriction along a certain path
can not be guaranteed, we should reduce the sleep times of
all nodes on that path.

Looking at (1), we notice that a weighed reduction of sleep
times on a certain path can be achieved by increasing traffic on
that path. Obviously we do not want to congest the network,
since this would increase latency again (and violate our earlier
assumption that queuing can be neglected) but we could
artificially increase the perception of traffic through a node.

C. Putting it together

When an application requests a latency constraint from
one node to another, the node where constrained traffic will
originate polls the target node to make sure a route exists.
All intermediate nodes add their sleep time to a field in this
poll message, and finally the target node will echo back this
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tsieep = 0.8s teep = 035

tsleep =04s

Pmax

latency poll of a node

Fig. 3. optimal sleep times adapted to meet the end-to-end latency constraint

message so the initiator can evaluate the total latency, based on
(2). Since link conditions may vary over time and nodes may
be added to or removed from the network, these route polls
should be repeated to ensure there is always a good route to
the target node. This also has the advantage that there should
be no route setup needed when actual constrained traffic is
sent out.

Because of the traffic balancing, these polls may suffice to drop
the latency along a path below the maximally allowed latency.
If not, the polling application will add a “traffic weight” to
the poll messages so nodes along the constrained path take
additional virtual traffic into account when calculating their
optimal sleep time. This is illustrated in fig. 3.

IV. IMPLEMENTATION

Currently we are developing software in the Contiki OS [6],
using the existing X-MAC layer and Rime routing layer, to
test the feasibility of this concept on a small testbed. We offer
an add_latency_constraint primitive to the application
layer, which is registered by a MAC layer “learning module”
that performs the tasks described in the previous section. In
future work we intend to broaden the scope to the routing
layer as well.
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Abstract— A new generation of ultra wide band (UWB) com- UWB transceiver manufacturers envision that communica-
munication transceivers are becoming available that suppts tion and positioning features are used separately and one at
both positioning and communication tasks. Transceiver man- 4 time Either the transceiver is used to transfer data packe
facturers envision that communication and positioning feéures between sender and receiver OR the transceiver is used to
are used separately and asymmetrically. We believe that thiis ; .
an unnecessary restriction of the available hardware and tat S€nd ranging packets to determine the TOF between nodes. We
positioning and communication tasks can be active concurrgly. argue that this leads to inefficient transceiver usage asssxc
This paper presents and investigates a medium access coritro packets might be generated unnecessarily. If an exchange of
(MAC) protocol which combines communication and positionhg 54 packets is currently taking place between two nodes
functions. The presented MAC protocol extends an establisid . _
protocol concept which is used, for example, in the standard using a send and acknoyvledge Sgheme, the round-trip time
TinyOS low power listening component. Our experiments show €an be used to determine the distance between nodes to
that the existing data communication of a network can be avoid inter-node time synchronization. Therefore theagise
exploited to gather position information efficiently. can be estimated using the existing data packets, allegiati
the need to transmit specialized ranging packets. If howeve
there is currently not enough data communication takingepla

|. INTRODUCTION between nodes to accurately satisfy positioning needgjngn

Many systems of positioning have been developed whigiackets may still need to be exchanged. Evidently the itagrp
use the existing communication transceiver of a sensor.nodé the transmission of data packets and ranging packets has
These currently used transceivers are however not weguito be organized to achieve the set communication AND posi-
for positioning tasks due to the physical properties of th®ning goals. Transceiver usage for communication pupos
signal. Positioning systems relying on these conventiorial defined by the MAC layer. The MAC layer determines
low-power communication transceivers typically make use ahen packets are transmitted and how their transmissidh sha
either the received signal strength indicator (RSSI) or thee organized. Thus we propose to combine positioning and
measured time-of-flight (TOF) of a signal as input for theommunication tasks within the MAC layer.
positioning algorithm. Both methods can be used to detegmin This paper describes how the existing FrameComm MAC
the distance between transceivers and ultimately theipositlayer [3] can be extended to support positioning tasks. The
of all transceivers in relation to each other. These metlwddsresulting system can be used with any transceivers adhering
distance measurements have been investigated at length tanthe 802.15.4a IEEE standard.
reports show that using current transceivers yield urvkdia
and inaccurate results. Patwari et al. [1] present an irtkdep
report of their findings of how multipath signals and shadow- FrameComm: FrameComm [3], like many wireless con-
ing obscure distance measurements. tention based MAC protocols, performs duty cycling of

The recent development of low-power, ultra wide banthe node’s transceiver. To ensure that rendezvous between
(UWB) transceivers for use in sensor nodes, overcomgansceivers occur, FrameComm deploys a method in which a
the aforementioned ranging inaccuracies. The physicabsigtrail of identical packets of data, called framelets, is\gmait-
properties of UWB communication make it possible to aded by the sender with gaps between each. The receiver sends
curately determine the time-of-arrival (TOA) of signalg; ban acknowledgement to the sender after successfully iageiv
utilizing either clock synchronization or two-way-rangiitis a framelet. Upon the reception of this acknowledgement, the
therefore possible to accurately determine the time of tflighender may then cease sending and yield control of the channe
(TOF) or the signal. Thus, the distance between commui&ee Figure 1).
cating transceivers can be determined. The IEEE 802.15.4a FrameComm with Positioning: The basic principle of
physical layer specification [4], standardized in 2007 ¢cffjis  FrameComm is ideally suited for the integration of positign
the use of UWB transceivers for use in wireless personal afeactions. The method of exchanging packets and acknowl-
networks and the functionality of positioning. The Nanatroedgements mirrors that of the two-way-ranging method of
nanoLOC TRX [2] transceiver is one such transceiver whiaketermining the round-trip-time, and ultimately the TOF of
adheres to this standard. signals. If the sender records the time of transmissiorsd&t

©Paul Alcock and Utz Roedig 2009.
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Fig. 1. FrameComm and FrameComm with Positioning Fig. 2. Experiment 2 : Positioning error while tracking nadevement.

framelet, and the time upon receiving its acknowledgemertymmunication overheads. The second experiment evaluates
the distance between nodes can be determined. the ability for our implementation to track mobile nodes

We propose extending this positioning enhancement fyrthémoving crates) within the network.
in such a manner that the sender may derive not only the Results of Experiment 1. Table | shows data collected
distance to its intended recipient, but potentially theatemn from one node in the deployment. The results show that
of any node within transmission range. During the exchangfee additional positioning mechanisms do not significantly
of framelets between the sender and receiver, a third nadiecrease the nodes throughput or increase the nodes energy
may enter its listening period and overhear a framelet. Befoconsumption. Only under a heavy traffic load € 1) the
discarding the framelet and returning to sleep, the nodehievable throughput drops as ranging acknowledgemsmts a
exploits this overhearing and sends what we call a rangingerpreted as a busy channel when nodes probe a channel
acknowledgement. This ranging acknowledgement is oftsethefore transmission.
allow the communication acknowledgement from the intended Results of Experiment 2: Fig. 2 presents the findings
receiver, to be processed without collision. Upon receithre  of our second experiment where one node is mobile within
ranging acknowledgement the sender knows the distancethe network (random waypoint movementyd/s). The graph
this third node (See Figure 1). displays the distance (positioning error) between the pas-

The described method allows us to implement positionin@n of the node and the position estimated by the positignin
functionality without reducing the available bandwidthr foalgorithm on the sink for different traffic loads. For high
communication. Minimal additional energy in form of rangin traffics rates the positioning error is relatively high askets
acknowledgements is consumed using positioning featurescarrying TOF measurements are lost in the network. For
1. EVALUATION low trgffic rates, the error is high as well as fewer.packet's

' containing TOF measurements reach the sink. For high traffic

Application Scenario: A warehouse (siz€0m - 30m) is  rates the problem could be corrected by ensuring that each
used to store crates which are equipped with a sensor ngggje obtains a fair share of the available bandwidth. For low
(12 nodes). Additional static nodes4 nodes) are deployed yaffic rates, the problem could be corrected by sending TOF

such that a sensor node in a crate has always connectivityyi@asurements to the sink even if no data has to be transported
at least one static sensor node. The sensor nodes in the crate

transmit periodic sensor readings (packet generation ahite IV. CONCLUSION

A packets per second) through the network to a central sink.n this paper we have presented a Medium Access Con-

Collected distance measures are transported with thesersemrol Protocol which combines communication and positignin

readings in the same message to the sink. The sink employtasks. We have shown by simulation the general feasibifity o

central location algorithm to calculate locations of athtess. the design. In further developments we plan to implement the
Experiment Setup: The evaluation consists of two sim-protocol on real nodes that are equipped with 802.15.4a com-

ulation experiments. The first is designed to compare tiiment UWB transceivers to evaluate the proposed protocol
original FrameComm protocol with our implementation inin a real-world deployment.

cluding positioning, and is designed to measure differgiiice
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Abstract—The characteristics of wireless sensor networks are
such that traditional approaches to network management and
monitoring are inappropriate. In this paper a system for per-
formance debugging in wireless sensor networks is presented. It
tracks two key metrics - the delay and reliability of message
delivery. Its principle of operation is to reactively isolate and
diagnose problems once they occur, rather than proactively probe
for data in order to provide real time monitoring - an approach
that would be less resource efficient and would interfere with
normal traffic flows. The system passively gathers information
from the existing application traffic and reacts upon signs of
problems, selectively probing misbehaving areas until the causes
are determined and reported. The paper gives an outline of our
performance debugging system PerDB along with preliminary
results.

I. INTRODUCTION

Debugging a wireless sensor network is not a straight-
forward process, and while there has been some work on
software debugging, network management and monitoring
(e.g. [2,[3],[1]) there has been little attention to performance
debugging of a WSN. Our goal is a performance-focused
debugging system for wireless sensor networks, emphasizing
the difference between problems that manifest in performance
failures as opposed to functional failures. Obviously the de-
termination as to whether a network is operating within or
outside acceptable performance bounds must be application-
specific. Our aim is not to design a system that will provide
a complete picture of the network state; rather, we strive
towards debugging - recognizing faulty situations, localizing
them, and finding out the true causes of the undesired events.
The contribution of this paper is to present a performance
debugging system that passively monitors a WSN in order to
detect when it is operating outside of the given thresholds
for message delivery latency and reliability, and then uses
selective probing to localize and identify the root causes.

II. APPROACH

The focus of measurement in the proposed system is
message delivery, which represents the fundamental service
provided by a WSN. While message delivery can be charac-
terized by several metrics, the key generic metrics of interest
to most applications are clearly the delivery latency and
delivery reliability, both observed from end-to-end. These two
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metrics encompass a wide range of applications that require
performance assurances for message delivery in a WSN.

Our basic approach to measurement is passive, and rec-
ognizes that with small modifications in place, the existing
traffic in a WSN can be used to piggyback information
useful for detecting and locating problems. In contrast to an
active, probing-based, approach, the use of a passive approach
has significant benefits for energy consumption and is less
intrusive. Yet, for the successful isolation of the problems the
use of probing cannot be avoided. When probing, we adopt
an approach in which nodes aim to maximize to use of space
to include as much debugging information in the replies as
possible, so that a minimal number of probes is sent and no
significant interference with the data traffic is introduced.

III. SYSTEM DESIGN

In PerDB each packet gathers key performance information
as it travels from source to sink. Delay information is added to
the cumulative delay field contained in the packet payload. In a
similar manner, aggregate packet retransmissions are counted
on each of the nodes, together with the total hop count a packet
takes to reach the sink. In our implementation for TinyOS we
use an additional fours-bytes for carrying this information.

Protocol: Although this approach results in relatively little
additional overhead, it is not always feasible to isolate errors
via analyzing the relevant information in just a few bytes of
each message. In that case the sink relies on a request-response
protocol to probe the network. It can probe a specific node in
the network, eliciting a response message that is used to gather
more detailed performance information about the path. The
node’s reply consists of information similar to that described
above; however, the fact that the entire message can be used
allows detailed information for each hop along the path to be
obtained. Information such as a node’s number of neighbors,
battery levels, sources of delay and others can be harvested
as well. The probing process consists of the following steps:
(a) A probe is sent from the sink towards a problematic node;
(b) Each node on the probe’s path is ”told” what to measure,
and how long to wait for its child’s answer; a timeout value
is set from the moment a probe visits a node and is directly
proportional to the number of nodes yet to be visited by a
probe; (c) If it gets a probe reply from the child, a node
combines its own reply with it and sends to the sink; (d)
Otherwise if after the timeout the node does not receive the
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answer from its child it generates its own answer and sends it
to the sink.

Algorithm: After the data arrives to the sink it is ana-
lyzed according to the application’s needs. Consider the basic
metrics: a network does not perform well if the amount of
delivered data is less than expected, or if the average traffic
delay is above a certain threshold.

Since the system assumes a simple tree topology it may be
able to localize clusters of nodes that are experiencing high
delay, in that case the probes are sent towards the clusters’
heads since all delayed traffic must go via these common-
parent nodes. On the other hand, the paths experiencing the
delay may not be under a shared parent node, but we can still
try to find some overlapping of the delayed paths along the
way; in that case the probes are sent to the overlapped parts
first. If there is no overlap then every single node is probed.

In comparing paths, the system uses information derived
from “healthy” traffic, i.e. traffic delivered without severe de-
lay and without per-hop retransmissions. Overlapping between
a path that a packet which was not delayed and the one
which was delayed took can tell us where to look for errors,
so that probes are not sent to explore links that belong to
the overlapped problematic paths. However, if “healthy” data
traffic cannot be utilized then every node whose packets are
delayed may need to be probed. This is optimized by probing
nodes on the most important paths - the ones whose links
are used by the largest number of nodes in the network. It
is more likely that fixing errors along these lines will allow
enough nodes to function properly.

PerDB deals with the problem of low traffic or an absence
of it by probing clusters that are furthest from the sink.

IV. EXPERIMENTAL EVALUATION

In order to conduct a preliminary evaluation of PerDB
we modified TOSSIM source code to enable the necessary
features our system uses. On top, a debugging layer was built
above which a stub application is running. We focused on four
aspects: (1) time to debug as a function of number of nodes,
(2) benefit of using probing in terms of correctly identifying
probematic links, (3) impact of number of probe packets on
correctness and (4) time to debug relationship with average
node degree in topology. Due to space restrictions we only
show the proof-of-concept results in this paper.

We argue that even three bytes reserved for debugging pur-
poses in each of the data messages can substantially improve
the search for problems, pointing out to problematic areas;
otherwise the probes are sent randomly to different parts of
the network, in a greedy manner, trying to cover as many
nodes as possible. In the experiments the number of nodes
is incrementally increased, while keeping the same ratio of
errors (lossy links, congested areas) versus well performing
links. A comparison is made between the time needed for a
system with and without piggybacked debug data to isolate and
correctly determine the types of errors. As shown in figure 1,
greedy probing does not scale - once the network size gets
larger, it becomes much faster to probe the problematic areas
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only. It is worth noting that the additional negative effects of
probing such as interference with the regular traffic were not
considered. However, the probing is still necessary in a number
of cases as the piggybacked debug information is insufficient
for successful problem isolation. We examined a set of dif-
ferent (in size, ordering of nodes and placement of erroneous
links) topologies and compared the correctness of reporting
from the system that does not probe and the one that probes
if application specific performance thresholds are exceeded.
More precise diagnosis is observed when probing is in place
(Figure 2). Without probing it is hard to conclude about the
source and location of problems. Naturally a tradeoff exists
regarding the speed and accuracy of diagnosing performance
violations versus the energy required for probing.

V. CONCLUSION

We have presented a concise summary of PerDB, a per-
formance debugging protocol for wireless sensor networks.
PerDB uses a passive approach to gather information about
network performance, together with probing when necessary.
Ongoing work is to extend PerDB with a more sophisticated
approach to inferring sources of performance violations and
to deploy on our sensor node network management testbed.
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Abstract—Increasing complexity of today’s WSN applications
can quickly boost the real-time requirements of the underlying
sensor nodes. Using preemptive operating systems with special
scheduling, resource and timing mechanisms is one way to retain
acceptable reactivity for single tasks, nodes and finally for the
overall system.

I[. WHY REAL-TIME MATTERS

Current research on Wireless Sensor Networks (WSN) is
still mainly focused on networking itself. Indeed, increasing
performance and computational power of recent sensor nodes
allows a much wider scope of useful application scenarios.
Especially Sensor Actor Networks (SANET) are central for the
upcoming Ubiquitous Computing but also establish new chal-
lenges and require a clear focus shift from pure communication
towards real-time capability within such distributed systems.
The inherently strong interaction with the surrounding envi-
ronment as well as the fast cooperation of participating nodes
and embedded components will commonly need a much higher
level of system reactivity. Sensing, interpreting and propa-
gating environmental conditions will not suffice any more,
but active participation and proactivity gain in importance,
too. Additionally, complex applications often apply a modular
design in which even simple software compositions can rapidly
result in serious runtime problems and significant performance
loss of the overall system. Still, available operating systems for
sensor nodes often address these problems just insufficiently.
However, special support within multi-threaded preemptive
systems might help to retain acceptable reactivity for indi-
vidual nodes and the overall WSN. Initially, we will point
out quite typical real-time aspects within a complex real-
world scenario and describe the various emerging problems
regarding task scheduling, resource and time management.
Finally we will present our concepts and solutions within the
fully preemptive real-time operating system SmartOS.

II. REQUIREMENTS OF REAL-WORLD SCENARIOS

In this section we will present the potential application
complexity by presenting a real WSN based tracking and
steering control system for indoor vehicles.

The central localization algorithm periodically estimates
the vehicle’s current position from distance measurements
between a mobile node mounted on the vehicle itself and
static nodes within the environment. Then, a fuzzy controller
computes the subsequent deviation from the desired track and
readjusts the vehicle movement. The core software system
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comprises seven concurrently running main tasks for distance
measurement, position estimation, radio communication, fuzzy
logic, motor control as well as the main application and a
remote maintenance task for software updates. Nevertheless,
even a single one of today’s low performance sensor nodes can
be sufficient if the various emerging problems from the appli-
cation’s compositional complexity are handled adequately. The
prerequisites will be addressed next.

Since the vehicle perpetually moves around, at least local-
ization and fuzzy control must be implemented as periodic
tasks with a suitable frequency to avoid crashes at the current
velocity. The distance measurement in particular, which is
based on TDoA between radio and ultrasound, requires a
constantly precise, high-resolution and system load indepen-
dent timestamping of signal arrival times. This also implies
the timely allocation and configuration of the sender and
receiver hardware, which requires resource sharing among
several tasks. The aggregation of distance information at the
mobile node uses a TDMA radio protocol and thus requires
node synchronization for exact adherence to the time slots.
Thus, data must be available on time at the sender and needs
a high reactivity for fast processing at the receiver. For further
improving the localization frequency, distance measurement
and data aggregation tasks are both executed while the position
estimation task still processes the information from the last
measurement simultaneously. Thereby, the significant CPU
load needs sophisticated scheduling and must provide pre-
emption to avoid long-term blocking of highly reactive tasks.
These real-time requirements, however, vary according to
each individual task’s current conditions. E.g. during distance
measurement, the corresponding task temporarily needs a high
priority. Beyond, other tasks should be privileged by means of
dynamic priorities.

The just described tracking system was developed com-
pletely independent from the steering control and remote main-
tenance systems. Still, their tasks require interaction and infer-
task-communication. Additionally, they must be composable
even in case of potentially overlapping resource requirements.
E.g. the motor control and measurement tasks share a common
hardware timer to generate a preferably uninterrupted PWM
signal for speed control and a sporadic square wave for driving
the ultrasound transmitter, respectively. Finally, the fuzzy logic
also produces high CPU load in parallel to the localization
process and the remote maintenance system shall always be
ready for external commands.
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Next, we will outline problems of existing operating systems
and our solution strategies regarding real-time operation.

III. PROBLEMS OF CURRENT SYSTEMS AND OUR
SOLUTION STRATEGIES

Many available operating systems for sensor networks
lack special support for such complex real-world scenarios.
They often do not support preemptive or prioritized tasks,
which hardly allows dynamic adaption to changing system
requirements at runtime. In particular, the consequently pri-
ority unaware resource management policy further reduces
the desired reactivity of time critical tasks. Some systems
like TinyOS [1] and Contiki [2] follow an event-driven ap-
proach, where processes are implemented as event handlers
that run to completion. Problematic in purely event-driven
implementations is, that a lengthy computation completely
monopolizes the CPU, which makes the system temporarily
unable to quickly respond to external events. Additionally, it
prohibits the interleaved execution of several computations.
One solution to these problems is to provide a multi-threaded
operation model. Although multi-threading extensions exist
for some event-driven systems, they often lack important
features like priorities or intelligent scheduling strategies (e.g.
TOSThreads in TinyOS or Protothreads in Contiki). The basic
architecture of these inherently non-preemptive systems also
often limits the applicability of the multi-threaded approach
and therewith the expected advantages.

Systems which inherently offer preemptive multi-threading
are e.g. Mantis [3] and Nano-RK [4]. Nano-RK lacks dynamic
priorites and uses the preemptive Priority Ceiling Protocol
emulation Highest Locker Priority for resource assignment.
This scheduling policy has the disadvantage that low prior-
itized tasks can block intermediate prioritized ones though
the high priority task that defined the ceiling priority not
even currently demands the resource in question. In fact, this
leads to unnecessarily bad reactivity and can cause late results
of the intermediate prioritized tasks. Mantis uses preemptive
time-sliced priority based thread-scheduling with round-robin
semantics within a priority level. Indeed, it provides no mech-
anism to limit priority inversion [5]. Although both operating
systems provide a local system time, they do not offer the
possibility to wait on events or resources with a limited timeout
for reacting on various runtime imponderabilities. Finally,
the low resolution of 1 ms prohibits precise event capturing
as already required for various measurements like ultrasonic
position estimation.

To meet the special requirements regarding reactivity and
modularity of complex WSN/SANET applications, we devel-
oped the SmartOS real-time kernel to integrate four basic
concepts. Most central is the inherent system timeline with
a resolution of 1 pus. It grants an individual local time for
each node and is used for automatic timestamping of external
events. Furthermore, it allows periodic tasks and limited
waiting for events and resources. By definition, tasks are
fully preemptive and possess a variable priority, each. This
provides dynamic adjustment of their individual reactivity to
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changing system requirements and environmental conditions.
The dynamic (de)allocation of resources at runtime allows
tasks to use them just on demand and is essential for free com-
position of tasks to a more complex total system. While the
priority inheritance protocol speeds up the resource handover
from lower to higher prioritized tasks, we also implemented
a mechansim of task cooperation which improves reactivity
and even grants deadlock detection and recovery at runtime.
Finally, an event concept is available for task interaction and
synchronization. These events can be triggered by either tasks
or external occasions.

In spite of its complexity regarding scheduling, task-
interaction, time measurement and resource management, the
presented application was successfully implemented on a sin-
gle SNOW? [6] sensor node (MSP430@8MHz, 10KB RAM,
48KB ROM). With it, we achieved a localization frequency of
approximately 6 Hz at a precision of around 2 cm and a track
deviation of about 20 cm.

IV. CONCLUSION

We showed, that real-time can already be relevant for
today’s WSN/SANET applications. Especially when task-
parallelism and intense environmental interactions are re-
quired, available operating systems commonly lack special
support. For enabling even resource constrained sensor nodes
to execute complex real-time applications, we developed the
embedded operating system SmartOS. Within 1.8 kB of ROM,
SmartOS offers concepts which allowed us to successfully
implement a complex vehicle tracking and steering application
within a WSN. Therewith even difficult real-time problems
can be mastered by using optimized software. For the future
we expect that more powerful sensor nodes will enlarge the
realization of even more ambitious applications. The design
of SmartOS with its preemptive multi-threaded approach and
its optimized scheduling and resource management policies
suits a new broad class of applications which sensor networks
already are or soon will be able to execute.
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I. INTRODUCTION

Wireless Sensor Networks (WSN) are composed by small,
battery-operated devices usually deployed to report measure-
ment values to a central collection node. The primary objective
of these dedicated networks is to fulfill their task during a
long period of time. Hence, energy consumption is a constant
concern for protocol designers in WSN. An important effort
has been dedicated to optimize channel access mechanisms,
since it is a critical point where a considerable amount of
energy can be saved.

Duty cycling is one of the main approaches to reduce power
consumption in the MAC layer. It consists on switching off the
network interface as much as possible. Ideally, nodes sleep and
wake up only to receive messages. This technique substantially
reduces idle listening, which is the active time that nodes spent
with radio frequency circuits turned on to wait for incoming
frames. Duty-cycled medium access protocols can be either
synchronous or asynchronous. Synchronized MAC protocols,
such as SCP-MAC [1], require nodes to explicitly agree on a
common schedule for sleeping and listening. They save energy
effectively due to the reduction of idle listening because nodes
are awoken only in specific slots of time. Asynchronous MAC
protocols do not rely on a precise synchronization and use
techniques such as preamble sampling, also known as low
power listening (LPL), to facilitate communication between
a sender with data and a duty-cycling receiver. Protocols
belonging to this family, such as B-MAC [2] and X-MAC [3],
do not restrict the time when a node can access the channel
and may, in some cases, remove completely the problem of
synchronizing nodes’ clocks. This provides a greater flexibility
to handle nodes densities, traffic loads and dynamic changes.

Our work focuses on such asynchronous MAC protocols and
more specifically on improvements for the preamble sampling
mechanism. We use a strobed data-preamble medium access
protocol. This gives the possibility to a fast acknowledgement
by the receiver, reducing the average length of the preamble.
In addition, we utilize state information of the node in order to
change the behavior of the protocol according to the position
of the node in the topology tree.

(©E.R. Sanchez, C. Chaudet, B. Montrucchio - 2009
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II. STROBED PREAMBLE SAMPLING WITH STATE
INFORMATION

The general procedure of asynchronous duty cycling is
presented in Figure la. While the sender transmits packets
repeatedly, simulating a long preamble, the receiver deactivates
its radio transmitter and turns it on only to sense the channel.
Every potential receiver in the network schedules its radio to
wake up and checks immediately for a carrier on the channel.
If there is activity on the medium, the radio keeps listening
to receive the subsequent frame. Otherwise, if the channel
is idle, the node goes back to sleep and the whole cycle is
repeated again. A node that has successfully detected energy
on the channel prepares itself to receive a frame, the duty cycle
procedure is momentarily blocked, and the radio is kept on for
a sufficient time to receive the frame and to acknowledge it.
After receiving the packet and sending the acknowledgment
frame, the node goes back to its normal duty cycle schedule.

In our approach transmissions are constituted by strobed
preambles, i.e., the transmitter sends the packet intermittently.
We do not use dummy packets to form the strobed preamble.
Transmitters send frames during a total time of St if no
acknowledgment is received, otherwise they may return to
sleeping mode after receiving an acknowledgement. Sp is
compound by preamble frames and acknowledgement gaps,
which have duration of S, and S,; respectively. St must be
at least as long as the standard sleeping period of the potential
receiver in order for the preamble to be detected effectively.

When a transmission is performed, all nodes that are in the
transmission range receive a frame preamble. Neighbors that
are not the intended receiver can go back to sleep as soon as
they realize the packet is not for them. Differently, the actual
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receiver acknowledges the transmitter immediately in the gap
following the transmission of the frame. Once the transmitter
receives the acknowledgment message, it stops sending the
preamble frames, thus, producing an overall reduction of
power consumption.

Nodes closer to the sink have a high volume of data to
forward, while leaf nodes simply transmits their own measure-
ment results. Therefore, it seems sub-optimal to enforce the
same duty cycle at every stage of this hierarchy. Information
related to the position of the node in a tree topology, i.e. the
number of hops separating it from the sink, can be used to
improve the performance of the network.

In any level of the hierarchical tree, power consumption
of a transmitting node depends on the intended receiver duty
cycle. Nodes need to transmit their strobed preambles at least
iligjl times to be certain that the receiving node obtains the
packet correctly. Rs and R; are the receiver’s sleeping and
waking time respectevely. This means that while for a receiver
it is preferable to have long sleeping times, for a transmitter
it is better that its intended receiver has a short sleeping time.
Optimal energy consumption is reached when optimizing these
conflicting statements. Since in a tree-like routing, the load of
a given node is the sum of the loads of its children in the tree,
it is expected that nodes closer to the network sink transmit
more frequently. Hence, our approach consists on increasing
the duty cycle of nodes closer to the sink.

III. EXPERIMENTAL RESULTS

We run our MAC protocol through an empirical testbed of
TelosB motes with TinyOS. We implemented an application
that sends data in a frequent basis to a fixed destination. We
implement counters in the MAC protocol that keep track of
the time used to perform the various operations. Specifically,
we implemented timers to track the time that the radio was
in active or sleeping mode. The deployment topology used
is shown in Figure 1b. The data flowed upwards, from low
levels toward node N; which was the top-level sink. Children
nodes provided their packets to their parent node. N; was
the base station and was in the radio range of nodes Ny and
N3. Differently, nodes N» to Ng shared the same radio range.
This setup shows the topology tree that can be formed in a
wireless sensor network where a node is chosen as the parent
and, hence, as the only recipient of a set of nodes.

The processor of the platform consumes lower energy
compared with the radio module, thus in our experiments
we allowed the application to run continuously and did not
attempt to force it to idle mode. The duty cycle, then, is
related to the radio module and the time it is turned on and
off. For our experiments, the awakening period R, is always
10ms. Data packets were sent only by leaf nodes, i.e., Ny,
N5 and Ng. Internal nodes Ny and N3 did not generate data
traffic by themselves. First, we executed our experiments under
constant preambles (CP) for each node of the network, and
second, we performed the same experiments with variable
preambles (VP). We executed the experiments for different
data rates: each 5 s, 2.5 s and 1.75 s. Figure 2 shows the
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TABLE I: Experimental energy consumption - High data rate.

[ Approach | Mo [ No [ Na [ Vo | N5 | Ne [ Toul |
Constant || 1,04 | 1033 | 1682 | 22,16 | 17,88 | 32.83 || 101,09
Adaptable || 3.80 | 498 | 570 | 1478 | 13,81 | 1506 || 5817

experimental duty cycle for every node and the average for
the entire network. Duty cycles in the variable preamble
(VP) experiments present a fair tendency. In the experiments
where data is sent, the improvements compared to the constant
approach are evident. In the least efficient case, which is the
case with lower data rate — one packet every 5 seconds, we find
an improvement of almost 34 % with the adaptable preamble
approach. In the highest data rate experiment, the improvement
in duty cycle is close to 50 % when using adaptable preambles.

Table I shows the energy utilized by the whole net-
work when we compare constant and adaptable preamble
approaches in the highest data rate instance. We suppose, for
the adaptable preamble case, that every time the radio is turned
on it is receiving a packet (highest consumption), while for
the constant approach we suppose that every time the radio
is turned on it is transmitting a packet (lower consumption).
The energy consumed by the adaptable preamble approach is
consistently lower than the constant case.

IV. CONCLUSIONS

We present a technique to improve overall energy consump-
tion by adapting the preamble duration according to the posi-
tion of the node. Further work will consist on characterizing
the relationship that exists between the shape of the routing
tree and the optimal duty cycle.
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Abstract—The interest in low-cost and small size video surveil-
lance systems able to collaborate in a network has been increasing
over the last years. Thanks to the progress in low-power design,
research has greatly reduced the size and the power consump-
tion of such distributed embedded systems providing flexibility,
quick deployment and allowing the implementation of effective
vision algorithms performing image processing directly on the
embedded node.

In this paper we present a multi-modal video sensor node
designed for low-power and low-cost video surveillance able to
detect changes in the environment. The system is equipped with
a CMOS video camera and Pyroelectric InfraRed (PIR) sensors
exploited to reduce remarkably the power consumption of the
system in absence of events. We analyze different configurations
and characterize the system in terms of runtime execution and
power consumption.

I. INTRODUCTION

Nowadays video surveillance systems and cameras aimed
at monitoring private and public areas are gaining increasing
popularity. In this paper we propose a system for video
analytics which deploys synergically a PIR sensor and a smart
camera. The aim of our method is to automatically detect
structural changes occurring in a monitored scene which are
due to events such as abandoned or removed objects in the
scene. This class of events is often of critical importance for
security reasons: as a matter of fact, a typical video analytics
issue is the automatic detection of abandoned objects in venues
such as airports or railway stations or the theft of objects in
places such as museums and private properties [1].

A major issue for a reliable detection of such events is
the presence of stationary cluttered parts of the scene caused.
This can easily cause an automatic video-surveillance system
to produce false alarms. Our idea is to use the information
coming from the PIR sensor to help increasing the robustness
of a change detection algorithm used to detect this class of
events.The PIR sensor can trigger the camera sensor only in
absence or intrusion in the monitored scene to reduce the
numbers of false alarms which could be produced by the
change detection algorithm.

Moreover, power management is a critical issue when
dealing with wireless and distributed embedded systems and it
is well known that batteries do not scale as much as electronic
devices [2]. We will show that by adopting PIR sensors the
average power consumption of the platform will be reduced
remarkably.
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Fig. 1. Video sensor node architecture.

II. SYSTEM ARCHITECTURE

The block-level architecture of our video sensor is displayed
in Fig. 1 and consists of several modules: the vision board
which hosts both the CMOS imager and the PIR sensor with
a common area under monitoring, the wireless module, the
microprocessor and other peripherals.

The node architecture is centered around an ARM9 from
STMicroelectronics. It is employed mainly for digital image
processing and provides configurable and flexible power man-
agement control. Power consumption can be dynamically man-
aged by firmware. For example a typical current consumption
for this microcontroller is about 1,7mA/M H z in RUN mode
and only a few mA in sleep mode which is an attracting
feature for wireless sensor networks design where the power
consumption is a main constraint.

The goals guiding the electrical design of this node ar-
chitecture were the integration of a video camera and a
Pyroelectric sensor. The whole system is designed with low
power consumption as the primary goal. The vision module
includes a SXGA CMOS color digital camera targeted for mo-
bile applications and a Pyroelectric Infrared Detector, whose
detection area is overlapped with the field of view of the
video sensor. Wireless communication capabilities have been
supported through a suitable interface for both ZigBee and
Bluetooth compliant transceiver.

ITI. VIDEO PROCESSING ALGORITHM

The following application example demonstrates the use
of a smart camera with PIR. Note that in this application
the PIR sensor plays a two-fold role: it is adopted both to
wake up the camera and to provide information for a more
accurate processing of the image. Since the field of view of
the PIR overlaps the field of view of the image sensor, the
main advantage of using the PIR sensor is the awareness of
objects presence/absence in the surveilled area.
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Fig. 2 depicts the main steps of the implemented algorithm.
After switching on the system, the microcontroller reads the
digital output of the PIR sensor and does not start acquiring
the background until the PIR signal is low for at least five
seconds.

When the Background Process is over, the system switches
to a stand-by mode. In this mode the ARM9 microcontroller
runs in SLEEP mode and its power consumption becomes
notably lower, as it will be shown later. In addition, also the
camera is switched to a stand-by mode to reduce the power
consumption. Instead the PIR sensor stays in run mode since
it is used to wake up the microcontroller.

When an intrusion event which occurred within the field
of view of the smart camera is over, the PIR sensor alerts
the microcontroller by turning high its output signal. At this
point, the ARM waits a certain amount of time for the output
of the PIR to remain low, so to make sure no intrusion is
currently occurring in the scene and thus to enhance robustness
towards false alarms. Then the microcontroller switches on the
camera sensor and starts acquiring image frames and a motion
detection algorithm based on NCC background subtraction
(BS) is applied.

Once obtained the changed mask from BS, a multi blob
detection starts, it searches all the regions of interest (ROI)
in the changed mask deleting the ROIs not greater than a
fixed value. Finally the classification algorithm takes every
ROI one by one and analizes all the edges of the current
frame to understand if the edge is present in the current frame
(abandoned object) or not (removed object).

When the algorithm is done an alarm is communicated to
a host station via Bluetooth. It can be a simple message that
is send to tell, if the object is removed or abandoned, or the
whole frame or only the ROI of the current frame.

IV. EXPERIMENTAL RESULTS

The above-mentioned application was fully implemented
in ARMY firmware. In the following we will focus on mote
sensor power and performance.

A. Sensor Node Characterization
The ARM microprocessor STRI12F offers configurable and
flexible power management control which allows dynamic

4

Mode Power

V]

Active with video sensor 626,5

Active, without video sensor | 484,5

Alarms Transmission 572,5
Sleep, only PIR is Active 51

TABLE 1
POWER CONSUMPTION OF THE VIDEO SENSOR NODE.

Task Energy | Time
[mJ] [ms]
Frame Acquisition 72 115
NCC Background
Subtraction 417,5 860
ROI detection 8,5 17.5
Abandoned/revoved detection
Worse case ROI 160x160 19,5 40
Image Transmission 801,5 1400

TABLE II
ENERGY/TIME REQUIREMENTS OF THE HARDWARE/SOFTWARE SYSTEM.

power consumption reduction. We can switch the microcon-
troller in three global power control modes: RUN, IDLE and
SLEEP.
B. Detection of Abandoned/Removed Objects

Fig. 3 shows screenshots of the proposed change detection
example. In the first preliminary test, only with 60 frames for
the abandoned object and 60 frames for the removed object,
the accuracy is 90% for abandoned and 88,33% for removed.
In the future the tests and the classificator algorithm will be
improved.

V. CONCLUSIONS
An integrated video sensor node for energy efficient surveil-

lance able to detect changes in the scene has been proposed.
The adoption of a multimodal platform equipped with different
family of vision sensor with heterogeneous features of power
consumption and resolution allow to achieve longer autonomy
reducing considerably the overall power consumption of the
system.
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I. INTRODUCTION

A tool to dynamically reconfigure and monitor online the
wellness of Wireless Sensor Networks (WSNs) is fundamental
to developers both for debugging purposes and for gaining
a deep understanding of inter-node communication. For the
final users, the tool should provide a user-friendly interface
for setting events and tuning application parameters. We
present OctopusJB, an extensible JavaBeans-based dashboard
to control the topology and behaviour of the network through
a network map and interact with the network by reconfiguring
and monitoring a number of parameters of application and
radio, e.g frequency channel, nodes duty-cycle and monitoring
energy consumption. The dashboard allows formulating and
injecting composite queries into the network while data can
be logged into a file for network analysis. A Network Chart
plots live data for network analysis while a 2D Floor Plan
allows node localization support.

OctopusJB [2] is open-source software developed specifi-
cally for TinyOS version 2 that provides a modular program-
ming architecture. OctopusJB can be utilised as an effective
debugging and assessment tool for new underlying algorithms
and modules by simply adding them in the OctopusJB config-
uration. The standard configuration of the dashboard utilises
the collection tree protocol (CTP) and the low power listening
(LPL) access control defined in TinyOS 2.

Facilitating future extensions and code reuse conforming to
certain standards is an important objective of OctopusJB that
implements a JavaBeans component-based architecture to dis-
tinguish between a component-based infrastructure framework
and a set of functional components. The architecture is based
on the features associated to the BeanContext class. This eases
much of the component composition while the abstract API
enables different possible implementations of these features.
This architecture enables new or existing components to be
plugged-in without altering the remainder of the system. The
objective is to provide a high degree of configurability and the
creation of different versions of OctopusJB in order to satisfy
specific deployment scenarios and application requirements.

OctopusJB greatly improves the state of the art of network
state monitoring and network control. Currently, Mviz [1]
is the standard tool for TinyOS v.2 that provides a basic
visualization with no features for remote network control.

(©Ruzzelli, Dragone, Jurdak, Muldoon, O’Hare, 2009.
43

] [ o] []
? ¥ H YO
Network Map [ Network Chart [” Floor Plan Radio.Rast | App.Rast | Alents | Localise | Legend

P =1

“ﬂ ‘,m:?/‘um-m
i | Jeusunous

Nold =187

Radio Features

Radio Type : CC2420

MAC/Phy protocol : 802.15.4

Routing Protocol : Collection Tree Protocol (CTP

He167 Toeil

) Mote Information

[ Broadcast
©unicast

ol Told=0

/' =
sisTot=0

Mote Information
Mote 0 selected
Energy : 19,96096721)

Channel 26 [~] send

s
Sleep Duty Cydl
Diesehend leep Duty Cycle (n % o

[IMssageSeat
MoteAdted

]
7 OVttt

0 10 20 30 40 S0 60 70 80 90 100

Fig. 1. A Screenshot of OctopusJB with connections and location of nodes.

II. PANELS HIGHLIGHTS

The dashboard provides 3 main views namely Network
Map NP, Network Chart NC, and Floor Plan FP as shown
in Figure 1 tabs a,b, and c. On the right-hand side of the
dashboard, a side menu contains support tools for the user
to formulate application requests, tune radio parameters, set
email and sms alerts, and localise nodes in the network.
Incoming packets can be visualised live by the Consol panel at
the bottom of the board as shown in Figure 1 tab i that provides
also some checkboxes to filter the messages displayed. A
Legend panel allows selecting more visualisation options on
the main board and logging the data into a file.

We now illustrate the basic architecture and logical organi-
zation of OctopusJB, highlighting the basic functionalities of
the Radio and the Application panels. Then, we detail some of
the advanced functionalities of the Alert and Localise panels.

A. The Basic Functionalities

The basic functionalities are provided by the panels of
Radio Requests (RR), Application Requests (AR), and Legend
accessible through the tabs d,e and h in Figure 1, respectively.
At network setup, the NM, in Figure 1, is populated with nodes
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Fig. 2. A Screenshot of the Radio Requests, Alerts, and Application Requests panels in OctopusJB.

and routing connections from nodes to the gateway. Figure 2a
presents the RR panel more in detail. The panel provides a
”sleep duty cycle (in %)” slider for changing the node duty
cycle. Dragging the slider to the wanted value and releasing
the mouse generates a request packet from the gateway to the
network. The request packet can be broadcast to the entire
network or by selecting individual nodes on the NM and
unicasting to them. The panel also lists the available radio
channels to allow switching to a new frequency channel of
operation. This will generate a new request which is broadcast
by the gateway and must be acknowledged by all nodes. The
RR panel provides estimation of the energy spent by each node
since start-up. This is calculated by timestamping radio, CPU
and sensor activities. Nodes calculates the energy according to
provided data-sheet parameters then transmit the value to the
gateway at a very low frequency interval. From the AR panel
shown in Figure 2c, the user can select sensed values to be
displayed live in the NC. From this panel, the user can select
either time-driven or event-driven data collection from nodes.
Selecting the Request Mode “Auto” activates transmission at
a fixed interval while a “threshold” slider regulates a basic
event-driven data reports. Setting a threshold to 0 is equivalent
to activating nodes in auto mode. The FP, selected through
the tab in Figure lc, displays a floor map of the physical
location of the network. NM, NC and FP can also be displayed
in overlapping modalities. Figure 1 shows the NM/FP view.
Initially, nodes are located randomly on the board, however,
the combined view allows to run an interactive localisation
algorithm, see Section II-B. Finally, a Legend panel allows the
setting and the visualisation of further network parameters.

B. The Advanced Functionalities

The Advanced Functionalities include (1) the Alert panel for
injecting composite queries into the network and send alerts
to the users; (2) the Localise panel provides support for the
nodes localisation.

The Alert panel, in Figure 2b, provides a user-friendly
system to compose sentence-like queries. The panel consists
of 3 blocks: the ”Query Sentence”, the ”Logic” and the "Alert
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Type”. Each query sentence consists of a subject, a verb, a
value, and an epoch. The subject allows for the selection of
packet fields like nodelD, sensor reading or link quality. A list
of fields is generated automatically by the Message Interface
Generator (MIG) provided in TinyOS. The verb represents the
verifying condition while the epoch denotes the duration of the
event before the sentence is validated. The Logic interlaces
sentences to formulate composite queries such as “if a node is
within certain xy coordinate and temperature is greater than
Z then report”. Prior to setting an alert, the correctness of a
sentence is evaluated on the screen through the “Translator”
toolbox. At present, OctopusJB supports the composition of a
maximum of 10-sentence query, converting each sentence into
an efficient 40-bit data representation. The composite query
is injected into the network when the “Message Ok™ button
is pressed. The GUI sets a countdown timer and waits for
notification from the nodes before alerting the user. Nodes
are provided with an NesC interpreter module to decode the
sentence and activate the enquired mode. Queries also have an
expiration time set on the node-side.

Finally, the dashboard provides support for interactive node
localization (ILS) and comparison. By the Localise Panel,
in Figure 1 tab g, the user can first upload an XML-based
map onto the board containing coordinates, shape and size
of the area network. Following, the user can drag and drop
nodes of known location (anchors) in the correct position on
the FP. Releasing the mouse generates a packet transmitted
to the anchors or broadcasted to the network. This allows
nodes to run their localization algorithm. After completion,
nodes transmit their estimated location to the GUI that enables
localizing them on the FP. If the accuracy obtained is not
sufficient, the user may decide to repeat the process by
dragging a further anchor to the correct position on the FP.
Nodes’ placements can also be saved to avoid running the
algorithm every time the network is rebooted.
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