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Abstract

The task of model-based diagnosis is NP-complete,
but it is not known whether it is computationally
difficult for the “average” real-world system. There
has been no systematic study of the complexity
of diagnosing real-world problems, and few good
benchmarks exist to test this. Real-world-graphs,
a mathematical framework that has been proposed
as a model for complex systems, have empirically
been shown to capture several topological proper-
ties of real-world systems. We describe the ad-
equacy with which a real-world-graph can char-
acterise the complexity of model-based diagnos-
tic inference on real-world systems. We empiri-
cally compare the inference complexity of diagnos-
ing models automatically generated using the real-
world-graph framework with comparable models
from well-known ISCAS circuit benchmarks. We
identify parameters necessary for the real-world-
graph framework to generate benchmark diagnosis
circuit models with realistic properties.

Diagnostic Inference for Complex Systems

generator can be applied to any domain, and can generate
models that accurately capture the properties of complex sys-
tems, given as input a library of domain-dependent compo-
nent models. In particular, we propose a real-world graph
model, that, given a model with components, uses a small
set of domain-dependent parameters to specify the complex-
ity of diagnostic inference for a device. We compare the
predictions made by our model to results obtained from IS-
CAS circuit benchmark modelgdarlow, 2000. By empir-
ically comparing generated models with benchmark models
we show the model-generation parameters best suited for 1S-
CAS circuits. This approach circumvents the difficulty of
assembling a large suite of test problems (benchmark mod-
els), given that most large diagnosis models tend to be pro-
prietary. It also enables us to control model parameters (and
hence analyse specific parameters).

Second, we use this framework to show empirically that di-
agnosing a suite of benchmark circuit models is computation-
ally hard. This provides the first clear experimental demon-
stration of this computational intractability for a well-known
benchmark suite.

We organize the remainder of the document as follows.
Section 2 examines the topological structure that all real-
world complex systems possess. Section 3 summarises the
model-based diagnosis task that we solve. Section 4 describes

Model-based diagnosis (MBD) focuses on determiningthe process we adopt for generating diagnostic models using
whether an assignment of failure status to a set of modegomain parameters, and Section 5 describes the optimisation
variables is consistent with a system description and an obsefachnique for auto-generation. Section 6 presents the experi-
vation (e.g., of sensor values). This problem is known to benental results, and Section 7 summarises our contributions.
NP-completd Bylanderet al., 1991; Friedrichet al, 1994.

However, this is a worst-case result, and some NP-completg Topological Models for Complex Systems

problems, such as graph colourif@heesemast al, 1991, i ) ;
are known to be tractable for particular problem classes. Several recent theoretical studies and extensive data analyses
We focus on the average-case complexity of MBD algo-ha\(e shown that a variety qf complex systems, including bio-
ogical[Newman, 200R social[Newman, 2008 and techno-

rithms on real-world problem instances. At present, it is noI{ _ s
known whether MBD is computationally difficult for the “av- 0gical [Braha and Bar-Yam, 2004; i Canchbal, 2001 sys-

erage” system. There has been no systematic study of t}gms, share a common underlying structure, which is charac-

complexity of diagnosing real-world problems, and few goodt€rised by aeal-world graph A real-world graph (RWG) is a
benchmarks exist to test such a conjecture. complex network in which (a) the nodes form several loosely

This article makes two main contributions. First, it de- COnnected clusters, (b) every node can be reached from every
scribes an algorithm for automatically generating diagnos®ther by a small number of hops or steps, and (c) the degree

tic benchmark models that can be used to analyse the pe(;I_istributionP(k), which is the probability of finding a node

formance of diagnostic inference algorithms. This modelWith  links, follows a power-lawNewman, 2008
Several random-graph models have been proposed to cap-

*Both authors are supported by SFI grant 04/IN3/1524. ture the real-world graph properties, such as the Watts-



Strogatz (or small-world graph) and the Barabasi-Albert denotedSD = (S, B), whereS denotes the system
models[Newman, 200B In this article we adopt the small- structure (connections between the components)/Aand
world graph (SWG) framework, whose key properties are denotes the behaviour of the collection of componénts.
summarised below. We assume that we have a giph E)

with a setV of vertices and sek of edges. We assume that

G is connected, i.e., there is a sequence of distinct edges (a
path P) joining any two nodes iitz. A graph is directed, i.e., N )
called a digraph, if all its edges are directed. Tegreeof a ~ We adopt a propositional logic framework for our system
vertex is the number of edges incident on that vertex. behaviour models3. Component; has associated mode-

The SWG framework addresses two graph parametergariableC;; C; can be functioning normally((; = OK]),
mean distancé and clustering coefficier®. The mean dis- Or can take on a finite set of abnormal behaviours.
tancel is the average of all distances, i.e., shortest paths con- MBD inference assumes initially that all components are
necting two vertices, id. Graph clustering characterises the functioning normally: [C; = OK], i = 1,...,m. Diag-
degree of cliquishness of a typical neighbourhood (a node’80sis is necessary whefiD U OBS U {[C; = OK]|C; €
immediately connected neighbours). The clustering coeffiCOM PS} is proved to be inconsistent. Hypothesizing that
cient®; for a vertexu; is the proportion of links between the component is faulty means switching fronfC; = OK] to
vertices within its neighbourhood divided by the number of[C; # OK]. Given some minimality criteriow, a (minimal)
links that could possibly exist between them. The graph clusdiagnosis is ag-minimal) subseC” C COM PS such that:
tering coefficient is the average of the clustering coefficientsSD U OBS U {[C; = OK]|C; € COMPS\ C'} U{[C; #
for each vertefNewman, 200B OK]|C; € C"} is consistent.

Several empirical studies, summarised in, €§ewman, In this article, we adopt a multi-valued propositional logic
2004, have shown that the SWG framework, with particu- using standard connectives,(v, A, =). We denote variable
lar parameter settings, provides a good model for complex! taking on valuex using[A = a]. An example equation for
systems. These parameter settings are described in termsabufferX is [In = t] A [X = OK] = [Out = t].
random graph parameters as follows.

Definition 1 (SWG). A small-world-graph (SWG)is agraph 4 Benchmark Diagnostic Model Generation

G(V, E) that has small-world properties measurable in termsrhs section describes our algorithm for generating bench-
of its mean distancé. ?”d_ clustering coefficier®. Given  mark diagnostic models. Figure 1 depicts the process of au-
a random grapt¥/(n, p)* with mean distancé,,, clustering  tomatically generating diagnostic models and using them for
coefficient®,., and the same number of nodes and edges agya|uating diagnosis inference algorithms. Our approach is
G(V,E), a SWG has the propertids~ L, and® > ©,. applicable to any domain, since (a) the underlying topolog-

i Canchoet al. [2001 have applied real-world graphs to ical models can be tailored to virtually any complex system
electronic circuitdi Canchoet al., 2001, mapping the ver- [Newman, 2008 and (b) functionality is incorporated into
tices of the graplG to electronic components (gates, resis-the system model using a component-library, where compo-
tors, capacitors, diodes, etc.), and the edges tif the wires  nents can be developed for any domain in which the system
between the components. The circuits studied comprise botmodels are decomposable.
analog and ISCAS89/ITC89 benchmark circuits, and all dis- The topology-generation method we adopt was originally
play © and L parameters that are typical of SWG topologies.developed based on the theory of random graphsiides-

In an electronic circuit, a cluster of components correspondgan, 2003 for background in this area. However, this

to components that together serve a particular task, e.g., method focuses solely on the system structure (as captured

sub-system; the relatively small number of connections beby the graph), and ignores the system functionality. We ex-

tween clusters corresponds to the fact that sub-systems atend this approach by adopting the system structure based on

typically loosely-coupled. In addition, the short paths be-the random-graph generators, and then encoding system func-

tween any pair of components (nodes) in a circuit are the nationality using a component library.

ural result of wire-length minimisation typical of circuits. Model Generation Algorithm: We generate diagnostic
(benchmark) models in a three-step process.

3 Model-Based Diagnosis 1. generate the (topology) graghunderlying each model,
We can characterise a MBD problem using the triple 2. assign components to each nodé&ifior systemSD, to
(COMPS,SD,0BS) [Reiter, 1987, where: create an MBD-graph’;

e COMPS = {C4,...,C,,} describes the operating 3. generate the system description (and fault probabilities).

modes of the set of: components into which the system  Every domain requires domain-specific parameters for
is decomposed. generating realistic models. All real-world graph models re-
e SD, or system description, describes the function of thequire specific parameters to be able to match particular prop-
system. This model specifies two types of knowledge erties of a given domaifiCostaet al, 2009. For example,
the SWG model requires specific parameters for initial graph

e OBS, the set of observations, denotes possible sensor
measurements, which may be control inputs, outputs or
intermediate variable-values.

1The Erdos-Renyi;(n, p) model consists of nodes, each pair

of which is randomly connected with probability and has param- 25 can be defined in several ways, such as through propositional
eters(L,,0,) = (%,p). sentences; in this article we defi§dn terms of a grapltz(V, E).
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connectivityk and random connectivity probabilify, simi- Bluffar Irverter (MOT)
larly, extended versions of the Barabasi-Albert md@sta A X LRk
et al, 200§ need various parameters to capture properties . KT8 A e
such as inter-node distance and the cost of adding links. Anal- W= W=

ogous to these approaches, circuit auto-generation methods

use domain-specific parameters like the Rent parangeter Figure 2: Partial component library for combinatorial digital

e.g.,[Verplaetseet al,, 200d. circuit domain. Each gate also has an associated truth-table
As an alternative to empirically-derived domain parame-defining the gate’s functionality.

ters that are knowa priori, we can frame the generation task

in terms of an optimisation task where we compute the do- - : ;
main parameters. The remainder of this section describes t ?%?lﬂogsﬁgfe;ntgger;ggg Ig% gﬂ?ggt xtgo?ngg(dgﬁt’ezgggé-

auto-generation process based on domain-dependent par ely. We introduce the mode-variables for each component
eters. We use an example, and then describe each step of '

Section 5 d ibes th timisafi h d define component behavioural equations in order to diag-
process. Section 5 describes the optimisation approach. <.t it status of each component.

Example 1. To demonstrate this approach, we study a suite

of auto-generated electronic combinational circuits, which A lCal gl %%l %
are constructed from simple gates. The inputs to the genera- o l

tion process consist of: (a) a component library; (b) param- ?”CUI”

eters defining the system properties, such as the number cg’ i I, c |0l ¢ Oe
of components; and (c) domain-dependent parameters, such

as the well-known engineering parameter for determining in-

put/output variables for a circuit, the Rent parametéver- ‘
plaetseet al, 2004. As an example, Figure 2 shows several ]
of the gates that we use in our component library, together ~ Components '

SAL invert

with the gates’ functionality (in terms of truth-tables). ASQQ'(‘S’ Sosuaq  FrwAEn v o
Diagnosis models differ from generic circuit models in that c

they explicitly encode failure modes and the functional effect sa1

of failure modes. As a consequence, the structure of a di-

agnostic model is slightly different than the structure of the Figure 3: Schematic of simple electronic circuit.

corresponding electronic circuit, since a diagnostic model ex-

plicitly encodes failure modes of components. The topology grapléx and MBD-graphG’ are as follows.

Example 2. Figure 3(a) shows the schematic of a simple cir-Definition 2 (Topology graph). A topology graphG(V, E)

cuit with arbitrary components A, B, C, D and E. The circuit for a system(COMPS,SD,0OBS) is a directed graph
has two inputs/; andl, with the output of componeritde-  G(V, E) corresponding to the system structdte Hence in
noted byO;. Figure 3(b) shows the circuit with instantiated G(V, E): (a) the noded” consist of a collection of nodes
components. Figure 4 shows the process of transforming thisorresponding to system component3, @nd system inputs
schematic into a MBD-graph, which is the basis for construct{n), i.e.,V = x Un; and (b) the edges correspond to connec-
ing a diagnostic model. We first translate the schematic intdions between two component-nodes, or between an input-
a topology graph, which makes the graphical topology of thenode and a component-node, i.E.,= (x:, Xx;) YU (M, X,
circuit explicit by denoting each component as a node, thdor x;, x;, xx € X, andn; € .

inputs as nodes, and the input-component and componentyefinition 3 (MBD-graph). An MBD-graphG’(V’, E') is a
component wires as directed eddedlext we replace each topology graptG(V, E) in which each component noge €

3This is roughly the graphical framework used for the small- world analyses of electronic systemditCanchoet al,, 2001.



V is replaced with a subgraph consisting of the node for the
corresponding component-outpy, the node corresponding
to component-modé€’;, and the directed edd€’;, O;)—see
Figure 4. Hence irG'(V', E’): (a) the noded”’ consist of

a collection of nodes corresponding to system component- 0<p<1 -1
outputs (), mode-variablesOM PS), and system inputs p=0 .

,.e, V. = OUCOMPS Un; and (b) the edges corre- >
g?o)ond to connections between two component-output-nodes -9t Small L Small L
or between an input-node and a component-node,fi.es Large® Large® Small ©
(0, 0;5)U (04, O) U(C;, 05)), for 03,0;,0, € O, n; €, , _
andC; € COMPS. Figure 5: Generating a small-world graph from a regular ring

lattice with rewiring probabilityp.

.y ®)
1 inputs ando outputs, we assign a component, denoted

e 1 SD(i,o0,7,B,w) wherer denotes the type (e.g., AND-gate,
OR-gate),B defines the behavioural equations, andhe

weights assigned to the failure modes.

n v,
ORO
Example 3. For our experiments, we use a set of digital com-
Q G (b) Translation to parator components, such as shown in Figure 2. Given a node
(3) Topology Graph MBD graph (c) MBD Graph that has; possible components that are suitable, we randomly
select one with probabilit%. For example, the single-input

Figure 4: Transforming the topology graph of a simple elec-nodes correspond to single-input gates (NOT, buffer), and the

tronic circuit into a model-based diagnosis graph. dual-input nodes correspond to dual-input gates (AND, OR,
NAND, NOR, XOR), etc.

4.1 Generate Graph Structure forG

We generate a small-world-graph (SWG) using a revised verd-3  Generate the System Description

sion of the approach of Watts and Strogitewman, 200R Given a selected component, we then generate its normal-
The SWG approach generates a gréphith a degree of ran- mode equations (and potentially failure-mode equations). We
domness that is controlled by a probabilitye [0, 1]. p ~ 0 randomly select the mode type (of thepossible failure
corresponds to a regular graph, and: 1 corresponds to an modes) for any component-model with probabi%tyWe as-
Erdos-Renyi random graph; graphs with real-world structuresign weights to failure-mode values by assuming that normal
(SWGs) occur in between these extremes, as has been detbehaviour is highly-likely, i.e.Pr{C; = OK} ~ 0.99, and
mined by empirically comparing th® and L parameters of faulty behaviour is unlikely, i.e Pr{C; # OK} ~ 0.01.

generated graphs and actual netwdftsewman, 2008 Example 4. Figure 3(b) shows a randomly-generated circuit
Figure 5 depicts the graph generation process, where Wsased on the schematic of Figure 3(a).” Here, we instanti-
control the proportion of random edges using a rewiring probate components A, D and E to NOT gates, component C
ability p. Standard SWG generation takes a regular graph (& an AND gate, and component B to a buffer. This figure
ring lattice ofn nodes), where each node is connected tb its also depicts the instantiated failure-mode for the components
nearest neighbors, and randomly “rewires” an edge by movin shaded boxes: Components B, C and E have SA1 fault-
ing one of its ends to a new position chosen at random (witinodes, component A has a SA0 fault-mode, and component
probabilityp) from the rest of the latticENewman, 2008 D has a INVERT fault-mode. Given this information, we

e can generate a system description with equations correspond-
We have modified the SWG framework to enable us to.ng to the component-types and fault-mode types as just de-

match the mean degree of the graph for the ISCAS circuif. 2. : .
with that of the generated graph, since the mean degree ILScnbed. For example, the equations for gates A and C are:

a critical parameter in this framework. The original SWG A: [[; =t] A [Ma = OK] = [0a = f]
model requires the mean degie® be an even number; how- [I, = f] A [Ma = OK] = [0a =1]
ever, the mean degree in real circuits is typically not an inte- [Ma = SAO| = [O4 = f]

ger. Our enhanced SWG generator first creates a ring lattice
with degreek, wherek is any positive real number, by setting

k' = [£7, and connecting every node to its nearfglsneigh- C: [ =A[0a=t]A[Mc =OK] = [0c =1]

bors on both sides, just as in the classic SWG model. Next it (2 =t]A[0a=1]) AN[Mc = OK] = [Oc = f]
connects every node to its twWg + 1 nearest nodes on both [Mc = SA1] = [0Oc =1]

sides, with probabilitW“*T’“'). 5 Optimisation Model-Generation Approach

4.2 Assign Components to graph+ This section reviews the optimisation approach we have

Given a topology graplir, we associate to each component- adopted for generating the topology graph underlying real-
node inG a component, based on the number of incom-istic diagnosis models. The standard SWG generation pro-
ing arcs for the node. Given a SWG component-node witlcess has a wide range of parameter choices, e.g., parameters



(n, k,p), that produce models with very different properties. nostic SWG modeb D with » nodes, by varying the graph-
Hence, one must generate a model using a parameter-settiggneration paramete(#, p) in order to choose the best pa-
that best captures a desired property. This approach is gepameter setting such th&tD andSD had the same diagnostic
eral, and can be used to create models for testing a variegyerformance.

of objectives, such as diagnostic inference complexity, model
size, etc. Since we are generating models that can be used tc *
test the relative efficiency of MBD inference algorithms, we
pose the auto-generation problem as an optimisation problem , |
whose objective function is defined in terms of the computa-
tional complexity of MBD inference.

MBD Auto-Generation Task: The objective of MBD “
auto-generation is to create a modeD that minimises o
|va(SD,0BS) — va(SD,0BS)|, whereSD is an MBD sf i
model , andA is an MBD inference algorithm that has com- N ayA
plexity v4(SD,OBS) when computing a-minimal diag- “
nosis given mode$ D and observation®BS.*

We have adopted the causal network apprd&srwiche,
1999 for our experiments. We used as our measure of in- °
ference complexity the largest clique-table in the compiled ~ ° % % *iinapobenity
causal network model, which is a typical complexity measure

for this type of model. The diagnosis minimality criterions  Figyre 6: The inference complexity and maximal degree dis-

a order-of-magnitude probability functidDarwiche, 1998 yiputions of a SWG corresponding to benchmark C432.
From a theoretical perspective, the complexity of causal . . .

network inference is expressed in terms of the graph topolf-1 Average-Case Diagnosis Complexity

ogy: it is exponential in the largest clique of the graph (or theOur first set of experiments explored the complexity of auto-

graph width)[Darwiche, 1998 This indicates that the influ- generated models corresponding to all ISCASS85 circuits over

ence of behaviouB and observation® B.S are outweighed the entire range of the rewiring paramegterFigure 6 shows

by the graph structure. the maximal degree of the generated grépfcorresponding
We have shown experimentally that system structure is théo C432) compared with tHeg, , of the inference complexity

primary determinant of diagnostic inference complexity forof G. The figure shows that both curves have the same trend,

causal network diagnostic inference, i-4(SD,0BS) ~  rising from the relatively efficient regular graph & 0) to

~v4(S). In particular, we showed that the diagnostic inferencethe range of small-world graph8 ¢~ p > 1). This increase

complexity was invariant to variation in the behaviour equa-occurs because, given a graph withodes, a SWG will have

tions B and the observation sé&tBS. Using the structure of more and larger clique-tables than a regular graph,and hence

the ISCAS85 benchmark circuit C499, we examined 54 dif-will be computationally harder than a regular graph.

ferent combinations of component type and 6 sets of differ- Given that all circuits demonstrated properties similar to

ent observations. A two-way analysis of variance (ANOVA) those shown in Figure 6, i.e., complexity exponential in the

of data averaged over 300 runs indicated that neither varyintargest clique (or intractability for non-trivial circuits), our

component types nor altering the number of observations haexperiments have shown that the ISCAS85 circuits are com-

a statistically significant effect on the inference complexity.putationally difficult to diagnose, on average.

Hence we concluded that structure is the primary determinant

B

logyo(max_clique_size)

Complexity of C432

of diagnostic inference complexity. 6.2 Parameter Optimisation
We then studied two approaches to choosing parameters that
6 Experimental Comparison of Generated minimise the diagnosis-complexity difference between IS-

CAS and generated circuits: matching topological parame-
and ISCAS-Benchmark Models ters governing (1) degree distribution,an easily-computed
This section summarises results of experiments comparingppological parameter; and (2) diagnostic complexity, a
the structure and diagnostic inference complexity propertie§omputationally intensive measure.
of auto-generated models with ISCAS benchmark models. ~ Degree Distribution: We first tried to match the diagnostic
The ISCAS circuits are an established benchmark for circomplexity of corresponding modefsD andSD by match-
cuit optimisatior{Harlow, 2000. The benchmark suites con- ing the degree distributions &fD and SD. Figure 7 shows
sist of multiple sets of circuits, of which we focus on the 1S- the degree distributions of ISCAS85 circuits. For each real
CAS85 combinational circuits. Our experiments were con-<Lircuit most nodes have low degree; however, each graph in
ducted on 3GHz Pentium-1V with 3GB of RAM. All data Figure 7 also has a long tail containing some high-degree
presented is based on an average of 300 runs. Given an 180des that significantly affect the inference complexity, since
CAS circuit SD with n components, we generated a diag- the complexity is proportional to the node of highest degree.
A generated SWG has a unimodal degree distribution that
“We assume that(-) returns a complexity parameter such as matches the most-likely degrees very well, but not the tail
CPU-time or number of nodes searched. of the curve. For example, consider the SWG for C432, with



(n = 196,k = 3,p = 0.05), whose degree distribution is .

shown in Figure 8; this SWG contains fewer edges than C432, wor —ow

and our experiments indicate that its inference complexity is wf = SWG(n=196, k=3.43, p=0.05)
also much lower than that of C432. Obviously, just matching 8 7| T SWE(196, k343, p028)

. B SWG(n=196, k=3.43, p=0.8)
the most-likely degree does not lead to generated models that = | —— SWG(n=196, k=3, p=0.05)
match the complexity of ISCASS5 circuits due to the absence | ol
of long tails. £

ol
1800 = 0
1600 |- *3;2 20t
1400 oA 10
c880
_g 1200 1355 0 1—‘3,/\—"
g :z;zf;z 0 2 4 Degree 6 8 10 12
;1000 — 3540
E o Figure 8: Comparison of circuit degree distributions of C432
= - 7552 and auto-generated circuits at various values. of
400
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effective Rent parameter similar to that of the original circuits, indi-
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