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Clare, thinking authorization is from Eve, delegates to Dan
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Different public keys for different roles of user
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Different public keys for different roles of user

Kblue
A

buy100
−→ Kblue

C

buy100
−→ Kblue

B

More precision in permission names

KA

blue:buy100
−→ KC

blue:buy100
−→ KB

Public Keys as global identifiers

KA

KA:buy100
−→ KC

KA :buy100
−→ KB

Use a subterfuge-safe delegation language

Distributed Authorization Language (DAL)

What property are these strategies intended to uphold?
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Delegation scheme must be sufficiently robust to provide
consistent delegation from Alice to Dan, regardless of ‘threats’
from the environment
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Delegation scheme must be sufficiently robust to provide
consistent delegation from Alice to Dan, regardless of ‘threats’
from the environment

Delegation
scheme

Alice Dan

Environment

Security Protocol Analysis: can a malicious principal interfere
with messages in a protocol?
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Delegation scheme must be sufficiently robust to provide
consistent delegation from Alice to Dan, regardless of ‘threats’
from the environment

Delegation
scheme

Alice Dan

Environment

Noninterference Analysis: can a high user interfere with a low
user view of the system?



Analyzing Delegation Sugterfuge

Delegation
Subterfuge

Ad-hoc Strategies to
Avoid Delegation
Subterfuge

⊲

Analyzing
Delegation
Sugterfuge

Defining Delegation

References

CSFW 19, July 5-7, 2006, Venice, Italy short talks – 4 / 6

Delegation scheme must be sufficiently robust to provide
consistent delegation from Alice to Dan, regardless of ‘threats’
from the environment

Delegation
scheme

Alice Dan

Environment

Subterfuge analysis: can a malicious principal interfere with a
certificate chain and influence intended authorisation?



Defining Delegation

Delegation
Subterfuge

Ad-hoc Strategies to
Avoid Delegation
Subterfuge

Analyzing
Delegation
Sugterfuge

⊲
Defining
Delegation

References

CSFW 19, July 5-7, 2006, Venice, Italy short talks – 5 / 6

Authorization Veracity

Principal P originates permission x

P willing to be held accountable for actions authorized by x

Delegation Scheme of Coalition C

prefix-closed set δ(C) of all potential delegation sequences:

〈〉x: permission x understood by C

〈P 〉x: principal P originates permission x

〈P, Q〉x: direct delegation of x from P to Q

〈P0, P1, . . . Pn〉x: delegation chain.

Delegation Refinement

coalition C2 preserves delegation scheme of coalition C1:

C1 ⊑ C2 ≡ δ(C2) ⊆ δ(C1)
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